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[Tpunoxenue Ne 1

K nnpukazy ®Cb Poccun
OT

Ne

TpeboBanus K CpeACTBAM JICKTPOHHOM MOAMICH

. OO0Oume nosoxeHus

1. Hactosiiune TpebGoBanus pa3paboTaHbl B COOTBETCTBUU ¢ DenepaabHbIM
3akoHOM OT 6 ampens 2011 r. No 63-D3 «O0 3neKTpoHHOM moAnucHy» (1anee —
denepanbHbII 3aKO0H).

2. B nHacrosmmx TpeOoBaHMAX HCIOIB3YIOTCS CIEAYIOIIUE OCHOBHBIC
MOHSTHS, OTIpe/IeTICHHBIE B cTaThe 2 DeepalibHOTO 3aKOHA:

1) anexTponHas mnoanuchk (mamee — OII) — uHbopMalus B 3JICKTPOHHOM
dbopme, KoTopasi MpUCOEANHEHA K APYrod MHGOpMAILIMKU B 3JIEKTPOHHOU hopme
(moamuceiBaeMod uMHGOpMAIMK) WM MHBIM 00pa3oM CBsi3aHa C TakKoOH
uHdopmarmed W KOTOpash UCIOJIb3YyeTCsl NIl ONpeNesieHUs  JIMIA,
MOANKCHIBAIOIIETO MH(OPMALIHIO;

2) ynoctoBepsitonuii  nieHTp (mamee — VYII) — ropuaudeckoe JIUIO HIIA
WHIUBUyQIbHBIM — MpEAIpUHUMATENb, OCYUIECTBISIOMME (DYHKIUMU  TIO
CO3JaHUIO0 U BbIJadYe cepTUPUKATOB KiIrouer mpoBepku OIl, a Takxke HHbBIE
byHKIMH, peaycMoTpeHHbie denepaabHbIM 3aKOHOM;

3) irou DI1 — yHHKabHAS TOCIIEA0BATEILHOCTh CHMBOJIOB, IPEIHA3HA-
yeHHas Ay co3panus Ol

4)xmou mpoBepku Ol — yHUKambHAS IOCIICIOBATCIIBHOCT CHUMBOJIOB,
OJIHO3HAUHO CBsi3aHHas ¢ kimouoM Ol u mpenHazHayeHHas A MPOBEPKHU

nonuHHOCTH DI (nanee — nmposepka JII);
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5)cpencrea Il — mudpoBaibHbie  (KpUnTorpaguueckue) CpelcTBa,
UCIIOJIb3yEMBIE I peaju3alud XOTSA Obl OJHON U3 cleayrouux (QyHKIHA —
coznanue JII, mposepka JOlI, coznanue ximoua D11 u kinroua posepku Il

6) ceprudukar kmoya mpoBepkr Il — 3JEKTPOHHBIA JOKYMEHT WU
JTOKYMEHT Ha OyMa)XHOM HocuTelne, BeliaHnHble Y1 1100 noBEpeHHBIM JIMIIOM
VI u noaTBepKIAKOIINE NPUHAMIEKHOCTh Kitoua mposepku OII Briagenbiry
ceprudukara kiroda nposepku 1.

3. Hactosimue TpeOoBaHUs yCTaHABIMBAIOT CTPYKTYPY U COJIEpKaHUE
TpedoBaHmii K cpeactBam OII.

4, Hactosmue  TpeOoBaHus  mpeaHa3sHAYeHbl IS 3aKa3YUKOB |
pa3paboOTUMKOB pa3padaTbiBaeMbIx (MoaepHU3Upyembix) cpencts III mpu ux
B3aUMOJICMCTBUM  MEXIy COOOW, C  OpraHu3alusIMH, OPOBOJALIUMU
Kpunrorpapuueckue, HHXKEHEPHO-KpUNTOrpadhuyeckue U  CHelUalbHbIC
uccienoBanus cpeacts D11, ®Ch Poccun, ocymiecTBistomend NoATBEPKICHUE
cootBeTcTBUsl cpeAcTB OIl Hacrosmum TpeOGoBaHUsSM, W WHBIMU JIMIIAMH,
UCIoap3yrommMu cpeacrsa Jl1.

5. Hacrosimmme TpebOoBanusi pacnpocTpaHsitorcss Ha cpeactBa Ol
MPEIHA3HAYCHHbIE JUIS  WCIOJb30BaHWS HAa  Tepputopun  Poccuiickon
denepanum.

6. K cpencrBam DI B yacTu ux pa3pabOTKu, MPOU3BOJICTBA, peaTu3allui U
JKCIUTyaTalliu MPEIbABIAIOTCA TpeOoBaHUs, 3aKperuieHHble llonoxenueM o
pa3paboTKe, MPOU3BOACTBE, peaM3alMUd U SKCIUTyaTallud MHU(POBaIbHBIX
(kpunrrorpaduyeckux) cpeacts 3amuThl nHGopmanmu (ITonoxenne TK3-2005),
yTBepxkaeHHbIM mprkazoM ®CB Poccun ot 9 despams 2005 T. Ne 661 (c
u3MeHeHHsIMH, BHeceHHbIMH IpukazoM OCb Poccum ot 12 ampens 2010 r.
Ne173%) nns  mmdpoBadbHBIX  (KpUNTOrpadQHUecKhX) CpPEACTB  3aIlHTHI
uHpopManuu ¢ OrpaHUYECHHBIM JIOCTYNOM, HE COJepKallell CBeIeHUH,

COCTABJISIFOLUX F'OCY/IapCTBEHHYIO TalHY.

! 3aperucrpuposan Munroctom Poccuu 3 Mapra 2005 T., peructpanuonssiii No 6382,
2 3apeructpupoan Muntoctom Poccuu 25 mast 2010 1., peructpanmonnsiii Ne 17350.
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7. TpeOoBaHMsI K TEXHOJOTUAM co3AaHus ((POpPMHUPOBAHHUS) U MPOBEPKHU
OII ¢ nomoupto cpeactBa Il yka3pIBaroTCA B TEXHUYECKOM 3aJaHUM (Jajee —

T3) Ha pa3zpaboTky (MoaepHu3anuio) cpeacrsa Jll.
Il. TpeGoBanus k cpeactBam D11

8. Ilpu cozmanuu D11 cpeactra DI JOKHEL:

- [IOKa3bIBaTh JIMILY, MOJNUCHIBAIOIIEMY D3JIEKTPOHHBIA JOKYMEHT,
coziepkanye HHPOPMAIMH, KOTOPYIO OH OIHICHIBAET

- cozmaBatb  OIl  Tombko  TOCIE  TOATBEPKACHUS  JIULIOM,
MOAMKUCHIBAIOIIUM JJIEKTPOHHBIN JOKYMEHT, onepaiuu no coznanuto Jl1;

- OJHO3HAYHO IMOKa3bIBaTh, uTo DIl co3naHa.

9. Ilpu mposepke D11 cpeactra D11 10KHBI:

- TOKa3bIBaTh COAEP’KAHUE BJIEKTPOHHOTO JOKYMEHTA, IMOIINUCAHHOTO
DIT

- TOKa3bIBaTh MH(OpPMAIMI0O O BHECEHHH WM3MEHEHMM B IOJMMCAHHBIN
OII 551eKTPOHHBIN IOKYMEHT;

- yKa3plBaTh Ha JIMLO, C UCHOJb30BaHueM Kioua Ol kotoporo
MOJMKUCAHBI AJIEKTPOHHbBIE JOKYMEHTHI.

10. TpeGoBanust myHKTOB 8 U 9 HacToAmux TpeboBaHUI HE TPUMEHSIOTCS
K cpenactBam Oll, ucmonab3yeMbIM Jjisi aBTOMATHYECKOTO CO3JIaHus M (WIIN)
aBTomMaTudeckoi nmposepku DI B uHPpopMalMoHHON cUCTEME.

11. CpenctBo OII 10KHO MPOTUBOCTOSITH Yrpo3aMm, MPEACTaBISIONINM
coOo¥l 1iesieHanpaBieHHbIE JEHCTBUS C MCHOJIb30BAaHUEM AaIIMApPATHBIX U (UJIN)
POTPAaMMHBIX CPEACTB C IEJIbI0 HapylIeHUsT O€30MacHOCTH 3allHMIaeMOn
cpenctBoM DIl wHpOpMaMKM WM C I[EIbI0 CO3JaHHUS YCIOBUH IS 3TOTO
(manee — aTaka).

12. B 3aBUCUMOCTH OT CLIOCOOHOCTEM MPOTUBOCTOSTH atakaM cpeactra D11

! Peamusyercs, B TOM 4mCle C HCIONB30BAHMEM AINAPATHEIX M MPOTPAMMHBIX CPEICTB, COBMECTHO C
KOTOPBIMH TIpEIIIoJIaraeTcsi LTaTHOe (yHKuMOHUpoBaHHE cpenactBa OIl m KOTOpble CHOCOOHBI MOBIMATH Ha
BBINIOJIHEHHE TIPEObsBIIEMBbIX K cpeactBy OIl  TpeOoBaHuil, B COBOKYITHOCTH TPEACTABISIONIMX CpENy
¢ynkronuposanus cpeacrsa 11 (nanee — CO).



T0/IPA3/IETIAIOTCS Ha KIACChI

13. CpenctBa OII kmacca KCI1 mnpoTuBOCTOAT arakam, MpH CO3JAaHUU
Croco0OB, TMOATOTOBKE M MPOBEICHUM KOTOPBIX HCIIOIB3YIOTCS CIIEAYIOIINE
BO3MO>KHOCTH:

13.1. CamocrosiTeTbHOE OCYIIECTBICHHWE CO3/IaHUS CIOCOOOB aTak,
MOATOTOBKH U MPOBEJICHUS aTaK.

13.2. JleiicTBus Ha pa3IWYHBIX dTalax >XU3HCHHOTO IMKJIA CPeICTBa
OIT.

13.3. IlpoBenmenme arakd TOJBKO H3BHE IIPOCTPAHCTBA, B Mpejeiax
KOTOPOTO OCYIIECTBISIETCS KOHTPOJIb 3a MpeObIBAHMEM M JEHCTBUSIMHU JIUIL
¥ (MJTH) TPAHCTIOPTHBIX CPEICTB (Jaliee — KOHTPOIHpPyeMast 30Ha").

13.4. TlpoBenmenue Ha 5Tamax pa3pabOTKW, MPOU3BOJACTBA, XPaHECHWS,
TpaHcnopTupoBku cpeactB Il u 3Tanme BBOAa B skciutyaTanuio cpeiacts Ol
(myckoHanagouHble PaOOThI) CASAYIOMINX aTaK:

- BHECCHHME HECAHKIIMOHUPOBAHHBIX M3MEHEHUU B cpeacTBo DIl u (mim)
B KOMIIOHEHTHI CD, B TOM YHCJI€ C UCIIOJIH30BAHUEM BPEIOHOCHBIX MPOrpaMM;

- BHECCHHE HECAHKIIMOHUPOBAHHBIX H3MEHCHHU B JOKYMEHTAIMIO Ha
cpeactBo III u Ha kommnoHeHTh CD.

13.5. TlpoBenenue aTak Ha CICAYIOIINE OOBEKTHI:

- gokyMmeHTanuio Ha cpeactBo 11 u Ha komnoHeHTh CD;

- 3allMIlaeMbI€ JICKTPOHHbBIC TOKYMEHTHI,

- KJIIOYEBYIO, AayTCHTH(MUIMPYIOIIYI0O MW MapOJbHYI0 HWHQPOPMAIUIO
cpenctpa OII;

- CpCacCTBO OII u ero IIpOrpaMMHBIC U allllapaTHbIC KOMIIOHCHTEI;

! Heo6xommMslii Kiace pa3pabaThiBaeMOro (MOIepHH3HpYyeMoro) cpenctsa DI ompenensercs 3aKa3unkoM
(pa3pabotuukom) cpeactBa Ol myrem ompeneneHusi BO3MOXKHOCTEH OCYIIECTBISITh CO3/aHHE CIIOCOOOB arak,
MOATOTOBKY M TpOBEAEHHE arak Ha ocHoBe mMyHKTOoB 13-18 Hacrosimmx TpebGoBaHuii W ykaspiBaetcs B T3 Ha
paspaboTky (MoaepHHU3aIuio) cpeacrasa JI1.

K sramam xwu3HeHHOTO muKia cpeactsa DIl oTHocATes pa3paboTka (MoIepHHU3ANMS) YKa3aHHBIX CPENICTB,
UX TPOU3BOJCTBO, XpaHCHHUE, TPAHCIOPTUPOBKA, BBOJ B OSKCIUIyaTanuioo (IIyCKOHANAJOYHBIC pPabOTHI),
JKCIUTyaTaIusl.

®'paHuiell KOHTPOIMPYEMOH 30HBI MOTYT OBITh: NCPHUMETP OXPAHACMOI TEPPUTOPHUH PEATPHSTHS
(yupexkaeHus), Orpa)KIaroline KOHCTPYKIIMHM OXPaHSEMOrO 3JaHUs, OXPAHSICMON 4YacTH 3[aHWs, BBIICICHHOIO
MOMELICHUSL.
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- amnmapatHble cpencTBa, Bxongmue B C®D, BkiIo4ass MUKPOCXEMBI C
3anmrMcaHHbIM MUKpoKojoM BIOS, ocyliecTBisfomen HHUIAAIU3ALMUIO 3THUX
CpeAcTB (Hanee — annapaTHble KOMIIOHEHTHI CD);

- mporpaMMHbIe KOMITOHEHTHI CD;

- JIaHHBIE, TIepe/laBacMbI€ 10 KaHaJlaM CBSI3U;

- TOMEUIEHHUS, B KOTOPBIX HAXOAMUTCS COBOKYMHOCTH MPOTPAMMHBIX H
TEXHUYECKUX  DJEMEHTOB CHUCTeM  OOpaOOTKM  JaHHBIX, CIOCOOHBIX
(YHKIIMOHUPOBATh CAaMOCTOSITENIbHO WJIM B COCTaBE JAPYTUX CHUCTEM (fajnee —
CBT), na xotopsix peanusoBansl cpenctsa Il u CD;

- HUHBIE OOBEKTHI aTaK, KOTOPbIE MPU HEOOXOIUMOCTH yKa3bIBatoTcs B T3
Ha pa3paboTKy (MonaepHu3auio) cpeactsa OIl ¢ ydyeroM HCHOIB3YEMBIX B
uHPOpMaIIMOHHON cucTeMe HWH(OOPMALIMOHHBIX TEXHOJOTHH, ammapaTHbIX
cpencts (nanee — AC) u mporpammHuoro odecrieuenus (nanee — I10).

13.6. Ilonmydenue ciemyroriei nHGpOpMaIUK:

- o0mux cBemeHnit 00 WHQOPMAIIMOHHOW CHCTEME, B KOTOPOM
ucnonb3yercsi cpeactso Il (HazHaueHue, cocTaB, OMEPATOP, OOBEKTHI, B
KOTOPBIX pa3MeNIeHbl PeCypchl THPOPMALIMOHHON CUCTEMBI);

- cBeleHMM 00 WMH(pOPMAIMOHHBIX TEXHONOruaX, 0a3ax maHHbIX, AC,
[10, ucnonb3yembix B MHPOPMAIMOHHON CHCTEME COBMECTHO CO CPEJICTBOM
1IN

- CBeACHMM O (U3MYECKUX Mepax 3allUThl OOBEKTOB, B KOTOPBIX
pa3MenieHsl cpeactna Jll;

- CBEJICHHMH O Mepax I0 00eCIeUYCHUI0 KOHTPOIUPYEMOU 30HBI 0OBEKTOB
UH(OPMAITMOHHOW CUCTEMBI, B KOTOPOU MCIIONB3yeTCs cpeactso JlI;

- CBEACHMI O Mepax IO pa3rpaHUYEHHUIO JIOCTyNa B IOMEIICHUS, B
koTopeix HaxoasaTca CBT, Ha koTopbIx peann3oBansl cpeactsa DIl u CO;

- COJEp)KaHMsI HaxoJsuleics B CBOOOJHOM JOCTyNE JOKYMEHTAIMU Ha
amnrapaTHbIe U MporpaMMHbIe KOMIIOHEHTHI cpeacTBa DI u CO;

- 0o0mmX CBeIeHUWU O 3amuIiaeMord WHGOPMAIUH, HCIOJIL3YeMON B

nporecce dKcIuryaTanuu cpeactsa Dl
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- BCEX BO3MOXHBIX JaHHBIX, MEPEAABAEMbIX B OTKPBITOM BHJIE€ IO
KaHaJIaM CBSI3M, HE 3allMILEHHBIM OT HECAHKIIMOHUPOBAHHOI'O JOCTYyIIA (Janee —
HCJI) k unpopManiiy OpraHnu3aliuOHHO-TEXHUYECKUMHU MEPAMU;

- CBEACHHWI O JIMHUAX CBS3H, MO KOTOPBIM MEpeacTcs 3aluiiaemas
cpenctBoM DI undpopmarius;

- cBeAeHMI 000 BceX MPOSBISIOMIMXCA B KaHajgax CBsI3U, HeE
amumeHHbix ot HCJ k  wuH(popmanuum opraHu3aliMOHHO-TEXHUYECKUMU
MepaMH, HApYILIECHUIX IpaBuil dKcIuryatauuu cpencrsa Ol u COD;

- CBelCHMM 000 BCeX TMPOSBISIOMIUXCA B KaHajgaX CBsI3U, HeE
samumeHubix ot HCJ x  wuHbopmanuu opraHu3aliliOHHO-TEXHUYECKUMHU
MepaMH, HEUCIIPABHOCTSAX U COOSIX alMapaTHbIX KOMIOHEHTOB cpenctsa Ol u
Co;

- CBEJCHMI, MOJy4aeMbIX B PE3yJIbTaTe€ aHajiu3a JIIOOBIX CUTHAJIOB OT
anmapaTHbIXx KOMIoHEeHTOB cpeacTBa DIl u CD, koTopble MOXKET MEepexXBaTUTh
HAPYIIUTENb.

13.7. Hcnonb3oBaHue:

- HaxoAsIMXCd B CBOOOJAHOM JOCTYIl€ WM MCIHOJBb3YEMbIX 32
npenenamMu  kKoHTtpoiaupyeMoid 30Hbl AC um IIO, Bkitouas anmapaTtHbie U
porpaMMHbIie KOMIIOHEHTHI cpencTBa DIl u CO;

- cnenuaibHO pazpadboranubix AC u I10.

13.8. Hcnonb3oBaHue B KauecTBE CpeAbl IepeHoca OT CyObeKTa K
00BeKTy (OT OOBEKTa K CyObEKTY) aTaku JEHCTBUN, OCYIIECTBISIEMBIX MpU
MOJITOTOBKE U (MJIM) MPOBEACHUM aTaKu (Jajee — KaHall aTaKu):

- He 3amumeHHbix oT HCJl k wuHpopManuu OpraHU3AIMOHHO-
TEXHUYECKUMH MEpaMu KaHaJOB CBS3U (KaK BHE KOHTPOJIUPYEMOM 30HBI, TaK U
B €€ TMpeiaeiax), Mo KOTOPBIM Iepenaercs 3amuiiaeMas cpeactsom Ol
uHpopmanus;

- KaHaJIOB PACHpPOCTPAHEHHUS CHUTHAJIOB, COMPOBOXIAIOIIUX (YHKINO-

HupoBanue cpenactsa I u CO.
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13.9. IlpoBenenue araku u3 MHGOPMAIMOHHO-TEIEKOMMYHHUKAITMOHHBIX
CeTel, T0CTyN K KOTOPBIM HE OTPaHUYEH ONPEAECICHHBIM KPYTOM JIULI.

13.10. Ucnonb3oBanne AC u I1O u3 cocraBa cpeiacTB MHDOPMAILIMOHHON
CUCTEMBI, MCIOJB3YyEeMbIX Ha MeCTax JKcmulyatanuu cpeactBa Oll (mamee —
IITaTHBIE CPEACTBA) U HAXOASIINXCS 32 PeieslaMUd KOHTPOJIUPYEMOM 30HBI.

14. Cpencta OII knacca KC2 mnpoTHMBOCTOST arakaMm, MpPU CO3JAHHUU
CIIOCOOOB, MOATOTOBKE U MPOBEAEHUU KOTOPBIX MCHOJB3YIOTCS BO3MOKHOCTH,
nepeuncieHnple B noanyHktax 13.1 — 13.10 nHactosmux TpeGoBanuii, u
CJIEAYIOIIUE JOTOJHUTEIIbHBIE BO3MOKHOCTH:

14.1. TlpoBenenue atakv NMpPHU HAXOXKICHUU KaK BHE NPEACIIOB, TaK U B
npenaenax KOHTPOIUPYEMOH 30HBI.

14.2. Hcnonb30oBaHHWE IITAaTHBIX CPEACTB, OrPAaHUYCHHOE MEpaMH,
peann30BaHHBIMU B HH(GOPMAIIMOHHOW CHCTEME, B KOTOPOW HCIOJIb3YyeTCs
cpenctBo OIl, u HampaBJeHHbIMM Ha TMPEJOTBPAIICHHE U MPECeUEHUe
HECAHKIIMOHUPOBAHHBIX JCUCTBUU.

15. Cpencta OII knmacca KC3 npoTHBOCTOST arakaMm, MPU CO3IaHUU
CIIOCOOOB, MOATOTOBKE U MPOBEAECHUU KOTOPBIX MCHOJB3YIOTCS BO3MOKHOCTH,
nepeuyuciaeHuple B moamyHkrax 13.1 — 13.10, 14.1, 14.2 Hacrosmmx
TpeboBaHUiA, U CIEAYIOMNUE TOMOTHUTEIBHBIC BO3MOKHOCTH:

15.1. Hoctyn xk CBT, Ha koTopbix peann3oBanbl cpeacto I u CD.

15.2. BO3MOXHOCTH  pacmojiaraThb  amnmapaTHbIMH  KOMIIOHEHTaMH
cpeactBa OIl u CD B oObeme, 3aBHUCAIIEM OT MeEp, HampaBiICHHBIX Ha
NpeIoTBpallleHUe W TNPECEUYCHHE  HECAHKIMOHUPOBAHHBIX  JIEHCTBHUIA,
peaM30BaHHbIX B HMH(POPMAIIMOHHON CHCTEME, B KOTOPOH HCHOJIB3YyeTCs
cpenctso JII.

16. Cpenctea OII knacca KB1 mnpoTuBOCTOST arakam, MpU CO3JaHUU
CIIOCO0OB, MOATOTOBKE U MPOBEJACHUU KOTOPBIX MCHOJB3YIOTCS BO3MOKHOCTH,
nepeurciennpie B moanyHkrax 13.1 — 13.10, 14.1, 14.2, 15.1, 15.2 Hacrosmmx

Tpe60BaHHfI, " CJICAYIOIUC JOIIOJIHUTCIIBHBIC BO3MOKHOCTU!



9

16.1. Co3ganue cmoco0OB arak, MOATOTOBKAa W MPOBEICHHE aTaK C
MPUBJICUCHUEM CIICIIMATMCTOB, UMEIOIIUX OMBIT Pa3pabOTKU U aHaIN3a CPEICTB
OIl, BKIIIOYAsl CHENUATMCTOB B 00JIACTH aHAJIM3a CUTHAJIOB, COMIPOBOXKIAOIITUX
dbynkunonupoBanue cpeactsa Il u CD.

16.2. IlpoBenmenme mabopaTOpHBIX HccienoBaHui  cpeactBa  Oll,
UCIIOJIb3YEMOr0 BHE KOHTPOJIMPYEMOW 30HBI, B O0OBEME, 3aBUCSIIEM OT MEp,
HaIpaBJICHHBIX HAa MPEJOTBPAIICHUE W MPECEUCHHE HECAHKIMOHWPOBAHHBIX
NEUCTBUM, pEaM30BaHHBIX B HMHGPOPMAIMOHHOW CHUCTEME, B KOTOpPOH
ucnoJib3dyercs cpeactro Jl1.

17. CpeactBa OII kmacca KB2 mnpoTuBOCTOAT aTakaMm, MHpH CO3IaHUHU
CrIocO0O0B, MOATOTOBKE U MPOBEAECHUU KOTOPBIX MCIOJIb3YIOTCS BO3MOKHOCTH,
nepeuncieHnpie B moanynkrax 13.1 — 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2
HacTosmx TpeboBaHMil, U CIEAYIONINE TOTIOJHUTEIbHBIE BOBMOXKHOCTH:

17.1. Co3ganue cmoco0OOB arak, IMOATOTOBKA M MPOBEJACHHUE aTaK C
MPUBJICYCHUEM CIICIUATUCTOB, UMEIOIIHUX OMBIT pa3pabOTKU U aHAIN3a CPEJCTB
OIl, BKItOYasi CHEIUMAIMCTOB B 00JIACTH MCIIOJIB30BAHUS JJIsI PeaiM3alii aTak
BO3MOKHOCTeH mpukiaagHoro I[IO, He omnucaHHBIX B JOKYMEHTAllMd Ha
npukiagHoe I10.

17.2. TlocraHoBka pa0OOT IO CO3/IaHMIO CIIOCOOOB W CPEJICTB aTak B
HAyYHO-UCCJIEOBATEIbCKUX IIEHTPaX, CHCHUAIM3UPYIOMUXCI B 00JIacTh
pa3paboTku u anaiauza cpeacts I u CO.

17.3. B03MOXHOCTh pacmnojiaraTh HCXOJHBIMU TEKCTaMU BXOJSIIETO B
C® npuxnagnoro I10.

18. CpeactBa DIl kimacca KA1l mpoTHBOCTOST arakaMm, IpH CO3JTaHUHU
CIIOCOOOB, MOATOTOBKE U MPOBEACHUU KOTOPBIX MCIOJIB3YIOTCS BO3MOKHOCTH,
nepeuuciaeHubie B moanynkrax 13.1 —13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2,
171 — 17.3 mnacrosimuux TpeOGoBaHuii, U cleayOUUe TONOJHUTEIbHBIC
BO3MO>XHOCTH:

18.1. Cosznmanue crocoOOB arak, IMOJATOTOBKA M IPOBEJIEHHUE aTak C

MIPUBJICUCHUEM CIICIIUATMCTOB, UMEIOIINUX OIBIT Pa3pabOTKH U aHAIN3a CPEICTB
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OIl, BKiOYas CENHAIUCTOB B 00JACTU MCIIOIB30BAaHUS JI peaIu3aluy aTak
BO3MOKHOCTEN cucremHoro IIO, He omnMcaHHBIX B JOKYMEHTAallMM Ha
cucremHoe [10.

18.2. B03MOXHOCTH pacnojarath BCei JOKyMEHTAI[Me! Ha alapaTHbIC U
porpaMMHbie KOMIOHEHThI CO.

18.3. Bo3MoOxHOCTH pacronaraTh BCEMHU amMapaTHbIMU KOMITIOHEHTaMU
cpeacrtsa Dl u CO.

19.B cnyuae peanuzauumu B cpeactBe OIl ¢ynkummu nposepku Ol
AJIIEKTPOHHOTO JIOKYMEHTa C MCIIOJIb30BAaHUEM cepTU(]HUKaTa KI04a MPOBEPKU
OIl »Ta peanuzaius [AOMKHA HCKIIOYUTH BO3MOXKHOCTH TIpoBepku 1
AJIIEKTPOHHOIO JOKyMeHTa 0e3 mpoBepku Ol ceprudukara kiaoya npoBepKU
OIl unu 6e3 HaIMYKMA MOJOKUTEIBLHOTO pe3ynbTaTa npoepku Ol ceprudukara
KJro4a nposepku Ol

20.1lpu  pazpabotke  cpeactB  OIl  HOKHBI — HMCHOJIB30BATHCS
KpUITorpaguueckue alropuTMbl, yTBEP)KICHHBIE B KAYECTBE TOCYAapCTBEHHBIX
CTaHJIAPTOB WJIM HMEKNIME MoJioxkuTelbHoe 3akitouenne PCb Poccum 1o
pe3yJIbTaTaM MX SKCIEPTHBIX KPUIITOrPahUUECKHX HCCIICIOBAHMIL .

21. UmxenepHo-kpunrtorpaduueckas 3ammra cpeacra Il momkHa
UCKIIFOUUTh COOBITUS, MPUBOISAIINE K BO3MOXKHOCTH MPOBEIECHUS YCIEITHBIX
aTak B YCJOBHSX BO3MOXHBIX HEHCIPABHOCTEM WM COOEB armapaTHOTO
koMmnoHeHTa cpeacrsa JII wim ammaparHoro komnoneHnta CBT, Ha koTopom
peanr3oBaHO IporpaMMHoe cpenctso Ol

22. B cpenctre D11 nomkHBI OBITH peaIn30BaHbl TOJILKO 3aaHHbIC B T3 Ha
pa3paboTky (MoaepHHU3aIo) cpeacrBa Ol anropuTmbl (QyHKITMOHHUPOBAHUS

cpenctra JlI.

! Moanyskr 25 nynkra 9 Tlonoxenns o PexepanbHoil ciyxkGe GesomacHocTH Poccmiickoit deneparum,
yTBepkaeHHOro Ykazom Ilpesupenra Poccuiickoit ®enepanmm or 11 asrycra 2003 1. Ne 960 (Cobpanue
3akoHoJarenbcTBa Poccuiickoit @eneparnuu, 2003, Ne 33, cr. 3254; 2004, Ne 28, cr. 2883; 2005, Ne 36, ct. 3665;
Ne 49, c1. 5200; 2006, Ne 25, c1. 2699; Ne 31 (u. 1), ct. 3463; 2007, N 1 (u. 1), ct. 205; Ne 49, ct. 6133; Ne 53, c1. 6554;
2008, Ne 36, ct. 4087; Ne 43, ct. 4921; Ne 47, cr. 5431; 2010, Ne 17, c1. 2054; Ne 20, ct. 2435; 2011, Ne 2, ct. 267;
Ne 9, c1. 1222) (nanee — [onoxenue o PChb Poccun).
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23. lIporpamMmmubiii  kOMIOHEHT cpenactBa OIl (B ciyuae Hamuyus
IpOrpaMMHOTO  KOMIIOHEHTa cpeactBa OII)  gomxeH  yAOBIETBOPATH
CJIEIYIOIUM TPEOOBAHUSIM:

- OOBEKTHBIN (3arpy304HbIi) KOJA MPOrPaMMHOTO KOMIIOHEHTa CpECTBa
OII nomKeH COOTBETCTBOBATH €r0 UCXOAHOMY TEKCTY;

- B NPOrPaMMHOM KOMIIOHEHTE cpencTBa DIl MoIKHBI HCHOIB30BATHCS
IpU peajan3ally TOJIBKO OMUCAHHBIE B IOKYMEHTAUU (DYHKIIMU MPOrpaMMHON
Cpelibl, B KOTOpO# (yHKIHUOHUPYET cpeAacTBO JII;

- B MCXOJHBIX TEKCTaX MPOTPaMMHOI0 KOMIOHEHTa cpeactBa Il
JOJDKHBI OTCYTCTBOBAaTh BO3MOKHOCTH, IMO3BOJISIONIME MOIUMDUIIMPOBATH HIIU
UCKaXaTh ajNropuTM paboTsl cpenctBa DIl B mpouecce ero Mcnosib30BaHUs,
MOAU(PUUIMPOBATh WM HUCKAXKAaTh HWH(OOPMALMOHHBIE WM YIPaBISAIOIINAE
MOTOKH M TPOIECCHI, CBsi3aHHbIE C (yHKIMOHHpOBaHUWEeM cpeacTBa I, u
MOJIy4aTh HAPYIIUTESIM JOCTYI K XPAHSIIEHCS B OTKPBHITOM BHUJE KIIIOUEBOM,
uaeHTU(UKATMOHHOW U (WiK) ayTeHTUUUUpyroed uHbOpMaIuu CpeCcTBa
oI,

- 3HAYEHHUs ApryMEHTOB IMPOrpaMMHOI0 KOoMIoHeHTa cpeactBa OIl He
JOJDKHBI HETaTUBHO BIIMATH HAa €r0 (YHKIIMOHUPOBAHUE.

24. B cnyuae miaHupoBaHus pasmenieHus cpeAcTB DIl B momemeHusx, B
KOTOPBIX TPHUCYTCTBYET pedeBas aKyCcTHueckas M BU3yalbHas HH(oOpManus,
coJiepaKaliasi CBEJICHUS, COCTABIISIIOUIME TOCYJApPCTBEHHYIO TailHy, W (WJIH)
yctaHoBieHsl AC u cucTeMbl Ipuema, nepeaadu, oOpabOTKH, XpaHEHHS U
oroOpaxkeHus: WMHGOpPMALUK,  COJAEpXKallled  CBENEHHUS,  COCTABIISIIOIINE
rocygapcTBeHHyr0 TaiiHy, AC HMHOCTpaHHOTO TPOU3BOJCTBA, BXOJAIIUE B
coctaB cpeactB JII, OMKHBI ObITH MOABEPTHYTHI MPOBEPKAM IO BBISBICHUIO
YCTPOUCTB, NMpeAHA3HAYEHHBIX ISl HETJIACHOTO MOJIy4eHUs] HH(OpMaIuu.

B cinywyae nnmanupoBaHusi pasmenieHus cpeActB OIl B momenieHusix, B
KOTOPBIX OTCYTCTBYET peueBasi aKyCcTH4eckas W BHU3yalibHas HHQOpMaIus,
coJepKaliasi CBEACHMS, COCTaBIIAIOIIME TOCYJIapCTBEHHYIO TalHYy, M HE

yctaHoBieHsl AC u cucTeMmbl npuema, nepeaadud, oOpabOTKH, XpaHEHHS U
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otoOpaxeHnuss wWHGOPMAIIUMA, COACPXKAIIEH  CBEICHMS, COCTABJISIONINEC
roCyJIapCTBEHHYIO TallHY:

- pelieHue o npoBeaeHUH NnpoBepok AC MHOCTPAHHOTO MPOM3BOACTBA,
Bxoaamux B coctaB cpeactB Il kmaccoB KC1, KC2, KC3, KBl u KB2,
OPUHUMAETCS OpraHu3alueil, oOecneurBaromeld HKCIUTyaTalluio JaHHBIX
cpexncts OlI;

- npoBepkd AC HHOCTPAaHHOTO MPOU3BOJCTBA, BXOMSIIMX B COCTaB
cpeactB Ol knacca KA1, mpoBoasTcsa B 0043aT€IbHOM MOPSJIKE.

25. CpenctBo Ol 1omKHO TMPOBOAUTH ayTEHTU(MUKAIUIO CYOBEKTOB
nocTyrma (JIUI, MPOIECCOB) K ITOMY CPEACTBY, IIPH ITOM:

- TIpU OCYIIECTBIEHHHU JOCTyna K cpeactBy OlIl ayreHTudukanms
cyOBeKTa JOCTyNa JOJKHA HPOBOAUTHCA 1O Hayaja BBINOJIHEHUS IEPBOTO
(GYHKIIMOHATIBLHOTO MOy cpeacTBa Oll;

- MEXaHM3Mbl ayTeHTU(UKALMU JOJKHBI OJOKHPOBATH JOCTYI H3THUX
cyObekToB K GyHKuMsIM cpenctBa Ol mpu  oTpunatenbHOM pe3yJibTare
ayTeHTU(PUKALINH.

26. CpenctBo Ol  [MOMKHO  NPOBOAWTH  AyTEHTHU(UKALMIO  JIUI,
OCYIIECTBIISAIONIUX JIOKAJTBbHBIN A0CTYN K cpeacTtry Oll.

27. HeoOxomuMocTs mpoBeneHus cpeactBom Ol ayrenTudukanuu
MPOIIECCOB, OCYUIECTBISIONIUX JOKAJIbHBIN WIIN YJAJIEHHBIN (CETEBOI) AOCTYII K
cpenctBy OIl, ykaspiBaeTcs B T3 Ha pa3paboTKy (MOAEpHHU3AIMIO) CPEACTBA
oIl

28. Jlna moboro Bxoasmero B cpeAacTBo DIl Mexanusma ayTeHTU(DHUKAIHH
JOJDKEH OBITh peayM30BaH MEXaHU3M OTPAHWYEHUS KOJIMYECTBA CIICTYIONTUX
NOJAPAJT MOMBITOK ayTEHTU(PHUKALIUU OJTHOTO CyOBbEKTa A0CTyNa, YUCIO KOTOPBIX
He J0JKHO ObITh Oosbiie 10. Ilpu mpeBbIIeHUH YKClia CACAYIOUUX MOIPSA
NONBITOK  ayTeHTU(UKAIMU OJHOTO CyOBEKTa JOCTyla YCTAaHOBJIEHHOI'O
NpEAEIbHOTO 3HAYEeHUsl JOCTYIN 3TOro cyobekTta K cpenactBy Ol nmomken
OoKMpOBaThCA Ha 3alaHHbIA B T3 Ha pa3paboTKy (MOJEpHHU3AIUIO) CPEICTBA

OII npoMeKyTOK BPEMEHH.
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29.B cpencrBe DIl momkeH OBITH peann30oBaH MeXaHU3M (IMpoIeAaypa)
KOHTPOJISI IeocTHOCTH cpeactra Il u CO.

KOHTpOJIb 1IETOCTHOCTH MOXKET OCYIIECTBISATHCS:

- B Hadasie pabothl co cpenctBom Ol mo mepexoma CBT, B xoTopom
peanm3oBaHo cpeactBo OII, B pabouee coctosHUe (HampuMmep, JO 3arpy3Ku
orneparmonnoit cucremsl CBT);

- B XOJE€ PpErIaMeHTHhIX TMpoBepoKk cpencrBa Il Ha Mecrax
AKCIUTyaTaluu (perJaMeHTHBIN KOHTPOJIb);

- B aBTOMAaTHYECKOM PEXKHME B IMpoliecce PyHKIIMOHUPOBAHHUS CPEICTBA
OIl (nnHaAMUYECKUit KOHTPOJIB).

KOHTpOb 1€JIOCTHOCTH JOJKEH MPOBOJUTHCS B Hadajae paboThl CO
cpenctBom Ol

MexaHu3M PErjIaMeHTHOTO KOHTPOJIS IIETOCTHOCTH JOJKEH BXOJHWTH B
coctaB cpeacts OI1.

30. I cpenct D1 kmaccoB KC1 u KC2 HE0OX0AUMOCTh MPEabSIBICHUS
TpeOOBaHUM K YNPABJICHUIO JOCTYIIOM M OYHCTKE IaMsTH, a TaKXe HX
coJiepkaHue yka3biBatoTcs B T3 Ha pa3paboTKy (MoaepHu3auuio) cpeacraa Jl1.

31.B coctaB cpenctB OII kmaccoB KC3, KB1, KB2 u KAl umu CO
JOJDKHBI BXOJUTH KOMITIOHEHTHI, 00€CTICUMBAOIITHE:

- yIOpaBieHHUE JOCTYIOM CYOBEKTOB K pPa3TMYHBIM KOMIIOHECHTAM | (WJTH)
neneBbiM (yHKIUAM cpeactBa DIl u CO Ha OCHOBE MapaMeTpoOB, 3aJlaHHBIX
aIMUHHUCTPATOPOM WM TIpou3BoauTesieM cpenactBa Il (TpeGoBanus K
yKa3aHHOMY KOMIIOHEHTY OIPEACNISIOTCS U OOOCHOBBIBAIOTCS OpraHU3AIMEH,
MPOBOAAIICH HccienoBanus cpeacrBa OIl ¢ Ieabl0 OICHKH COOTBETCTBHS
cpeactsa Ol nacrosmum TpedoBanusIM);

- OYMCTKY OIEPAaTUBHOM W BHEIIHEHU IAMATH, UCIIOJIb3YEMOU CPEACTBOM
OIl panga XxpaHeHuss 3amuiiaeMod HMHPOPMALMKM, TPU  OCBOOOKICHUU
(mepepacripeiciecHU) TaMATH IyTeM 3alliCh MacKupyromed uHdopManuu

(cnyqaﬁﬂoﬁ N HCGBHOCquaﬁHOﬁ IIOCIACA0BAaTCIIbHOCTH CI/IMBOHOB) B IIaMATh.
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32. B coctaB cpeacts III knaccoB KB2 u KA1 wim CO n1omkHB BXOIUTH
KOMIIOHEHThI, O0€CHeYMBAIONIME OKCTPEHHOE CTUPAHWE  3alluIacMOi
uHpOpMaIluM OrpaHUYEHHOrO0 JocTyna. TpeboBaHMs K pealu3alud U
HAJIGKHOCTU CTUpaHusg 3amatorcss B T3 Ha pa3paboTKy (MOJEPHH3ALIMIO)
cpenctra OII.

33. s cpencts DI kmaccoB KC1 u KC2 HEoOX0aMMOCTh TIpeAbSIBICHUS
TpeOOBaHUM K PETUCTPALIMM COOBITUN U UX COJIepkKaHUE yKasbiBatoTcs B T3 Ha
pa3paboTKy (MoaepHu3anuio) cpeacrna Jll.

34.B cocraB cpenctB OII kmaccoB KC3, KB1, KB2 u KAl nomxken
BXOJUTh MOJyJib, TPOU3BOIAIIMN (PUKCAUIO B BJICKTPOHHOM >KypHAJIe
peructpanuu coObiTuii B cpeactse DIl u CD, cBSI3aHHBIX C BBHINOJHEHUEM
cpenctBoM Ol cBoux 1eneBbIX QyHKINMN.

TpeOoBanusi K yKa3aHHOMY MOJYJII0 M TEPEYCHb PETUCTPUPYEMBIX
COOBITUI OMpEeAeNAOTCs U OOOCHOBBIBAIOTCS OpraHU3aluel, MPOBOASIIEH
uccienoBanus cpeactBa Ol ¢ 1enblo OLEHKH COOTBETCTBUA cpenactBa Il
HacTosM TpeOoBaHUAM.

35. KypHan peructpanmuu COOBITHI JOJDKEH OBITh JOCTYNEH TOJIBKO
JIUIaM, OMPEICIICHHBIM OIepaTopoM HH(POPMAIIMOHHONW CUCTEMBI, B KOTOPOM
ucrnojibp3yercs cpeactso Jll, miam ynoaHoMo4eHHbIMU UM Juuamu. [Ipu stom
JOCTYIl K >KYpPHaJIy PETUCTpaIluu COOBITHI JOJDKEH OCYIIECTBISTHCS TOJIBKO
JUIT TIPOCMOTpA 3amuced M JJIsi TEPEMEICHHS COJIEPKUMOTO JKypHaja
perucTpaiuu COObITUI Ha apXUBHBIC HOCUTEIIH.

36. Cpok nericTBus Kiro4da mpoBepku Ol He M0JDKEeH NPEeBBIMIATh CPOK
nencTBus Kirroya D11 6osee ueM Ha 5 ner.

37. TpeboBaHusl K MEXaHU3MY KOHTPOJISI CPOKa UCIOJIb30BaHuUs Kitoua O,
onokupyromiero padory cpeacrsa OII B ciaydae TOMBITKH HCMIOIb30BAHUS
KJIt0Ya JI0JIbIIE 33/IaHHOTO CPOKa, OMpeNessitoTcs pa3padotunkoM cpencraa Il
1 000CHOBBIBAIOTCSI OpraHu3aIiuel, mpoBoIsIel ucciaeaoBanus cpeactea DIl ¢

1IEJIbI0 OIIEHKH COOTBETCTBUA cpecTBa DI HactosmuMm TpeboBanusM.
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38. Kpunrorpaduyeckue MOpOTOKOJBI, O0OECHEUUBAIOIIME OMNEpaluu ¢
KioueBod  uHpopmanuenn cpeacta  Oll, DOMKHBI OBITH peann30BaHBI
HENOCPEACTBEHHO B cpeactse J1.

39. UccnenoBanust cpeacts DIl ¢ 1enbr0 OIEHKH COOTBETCTBHSI CPEICTB
OIl nactosimuMm TpeOoBaHUSM JOKHBI TPOBOJUTHCA C HCIOJIb30BAaHUEM
pa3zpabateiBaeMbix @CBb Poccun 4HCIOBBIX 3HAYEHUH NapamMeTpoB U
XapaKTEpPUCTHK pealn3yemMblx B cpeactBax Oll MexaHM3MOB 3amuThl U

aIIIapaTHbIX U IIPOTrpaMMHBIX KOMIIOHCHTOB Cch

! Honamynkr 47 nynkra 9 INonoxenus o ®Chb Poccun.
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[Tpunoxxenue Ne 2

k npukazy ®Cb Poccun
OT

Ne

TpeboBanus kK cpeCTBaM yIOCTOBEPSIONIETO IIEHTPa

. OOmmue mosoxeHus

1. Hacrosimue TpeOGoBanusi pa3paboTaHbl B COOTBETCTBUU ¢ DenepalbHbIM
3akoHOM OT 6 ampens 2011 r. Ne 63-®3 «O06 snekTpoHHON moamucuy (ganee —
denepanbHbIA 3aKOH).

2. B mHacrosmux TpeOoBaHHSAX HCHOJIB3YIOTCS CIEAYIOIIUE OCHOBHBIE
MOHATHSA, ONIPEAECIICHHBIE B CTaThe 2 DenepaapHOro 3aK0Ha:

1) sanextponnas moanuck (mamee — OII) — uHbOpMaIUs B DIICKTPOHHOM
dbopme, KOTOpas MPUCOETUHEHA K JApyroi mHGOpMaIMu B AJIEKTPOHHOU (Qopme
(monmuceiBaeMoil MH(GOpPMALMKU) WIM UWHBIM 00pa3oM CBs3aHA C TaKou
uHpopManmert W KOTOpass  HWCIOJB3YeTCs  JUIsl  ONpENeNieHUs  JIMIIA,
MOKCHIBAIOIIETO HHPOPMALIHIO;

2) ynocroBepsitonuii  meHtp (manee — YI[) — ropuamdueckoe JHMIO WM
WHIWMBHUIYaJbHBIN MPENNPUHUMATEh, OCYIIECTBISAIOMME (DYHKIIUU IO CO3/IaHUIO
U BbIIaue cepTU(UKaToB Kirouel mpoepku OIl, a Taxke wHBIE (QYyHKIHNH,
npenycMoTpeHHbie denepanbHbIM 3aKOHOM;

3)cpenctea DIl — mmdpoBadbHble (KpUnTorpaduveckre) CpeacTsa,
UCIIOJb3YEMbIE [JISl pealu3alu XOoTs Obl OJHOM W3 cienyromux (QyHKOud —
coznanue JlI, mpoBepka I11, coznanue kiroua I u kinroua nposepku I1I;

4)kmou DIl -  yHUKaJdbHAas  TMOCJIEIOBATEILHOCTh  CHMBOJIOB,

npeaHa3HaueHHas s co3aanus Oll;
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5)xmou mpoBepku Il — yHHKaNbHas TOCIEIOBATEIBHOCTh CHMBOJIOB,
OJTHO3HAYHO cBsi3aHHasg ¢ kiarodoM Ol u mpenHasHaueHHas i TPOBEPKH
noamuaHoct D11 (nanee — nposepka I11);

6) ceprudmkar kimroua npoBepkd DIl — ANEKTPOHHBIA TOKYMEHT WIIU
JIOKYMEHT Ha OyMa)XHOM HOcHUTele, BblJaHHble Y1 au00 HOBEpEHHBIM JHIIOM
VI um noxarBepkIallIve MPUHAMICKHOCTh Kitoua mpoBepku Ol Bragenbily
ceptudukara kitouya nposepku JlI;

7) xBamuUIUPOBaHHBIA cepTHUdHKAT Kiaoda mpoBepku Il (mamee -
KBaIU(ULHMPOBAHHBIA cepTudukar) — cepTudukar kimouya mnpoBepku Oll,
BBIJITAHHBIN aKKPEIUTOBAHHBIM Y[ WM TOBEpEHHBIM JHMIIOM aKKpPEIUTOBAHHOTO
VI 1160 denepanbHbIM OPTaHOM HCIIOTHUTEIBHON BIACTH, YIIOJIHOMOYEHHBIM B
chepe ucnonnszoBanus I (nanee — ynosmHoMoueHHbIN (eaepanbHbIii OpraH);

8) Bnanmenen ceprudukara kKiaroda npoBepku DIl — muIo, KOTOpoMy B
yCTaHOBJIEHHOM @ejiepalibHbIM 3aKOHOM TMOPSJIKE BbIJAH CepTU(UKAT KI04a
npoBepku OlI;

9) akkpeauranus YI[ — mnpusHaHWE YIOJHOMOYCHHBIM (eaepaabHbIM
opranom cootBeTcTBUs Y1 TpeboBanusim denepaabHOTO 3aKOHA;

10) cpenctea VIl — anmapatHele W (MJIM) NPOTrpaMMHBIC CpEACTBa,
UCIIOIb3yeMble JUIsl peann3anuu pyHkuuid Y1I;

11) y4aCTHHKH 3JIEKTPOHHOTO B3aMMOJICHCTBHS — OCYIIECCTBIISIOIIHNE 0OMEH
uHpopManmeit B SIEKTPOHHOW (OpME TOCYJAPCTBEHHBIC OpraHbl, OpTraHBI
MECTHOTO CaMOYIIpaBJICHHS, OPTaHU3AIMH, a TAKXKE TpakIaHe.

3. Hacrosimme TpeOGoBaHusi yCTaHaBIMBAIOT CTPYKTYPY H COJICpIKaHHUE
TpeboBanwmii k cpenctBam Y1I.

4. Hacrosimue  TpeOGoBaHus — mpedHa3HAuY€Hbl I 3aKa34YMKOB U
pa3pabOTUYMKOB pa3pabaTbiBaeMbIX (MOJEpPHU3UPYEMbIX) cpeactB YI[ mpu wmx
B3aMMOJICUCTBUM  MEXIy  CcO0OH, ¢  OpraHu3aiusMd,  MOPOBOISIIUMHU
KpunTorpaguueckue,  MHKEHEPHO-KpUMNTOrpaduYecKue U CHeIHaIbHBIC

uccnenoBanusi cpeacts YL, ®Cbhb Poccum, ocyiiecTBistonieil MmoaTBEpKIACHUE
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cootBeTcTBUs cpenctB Y1l wHactosimum TpeOGoBaHusSM, W WHBIMH JIUIIAMH,
UCIIONB3YIOIMUMU cpeactaa Y11

5. Hacrosimue TpeboBanusi  pacmpoctpansioTcss Ha  cpenctBa Y1,
MpEIHA3HAYECHHBIE JIJIS1 KCTI0JIb30BaHus Ha Tepputopun Poccuiickon denepannu.

6. K cpenctBam VYII B wactu ux pa3pabOTKH, MPOU3BOJCTBA, peaau3alud U
AKCIUTyaTallu TPEAbABISIOTCS TpeOoBaHUs, 3akperuieHHble [lonoxkeHuem o
pa3paboTKe, MPOU3BOJCTBE, peANIM3allMM U OKCIUTyaTallud MH(POBATBHBIX
(xpunTorpaduveckux) cpencts 3amutbl uHPopmanuu (ITonoxenue [1K3-2005),
yrBepkaeHHbIM mpukasom ®CB Poccum or 9 despams 2005r. Ne66' (c
U3MEHEHUsIMU, BHeceHHbIMU npukazom @PCb Poccnm or 12 ampens 2010 .
Noe173%) s umbpoBambHBIX  (KpUNTOrpadUUECKHX) CPEICTB  3aIUTHI
unpopmarmu (nanee — CK3U) ¢ orpaHudeHHBIM JOCTYIIOM, HE cojeprxauien

CBEJICHUH, COCTABIIAIONINX FOCYJapCTBEHHYIO TailHYy.
Il. TpeGoBanus k cpeactam Y|

7. CpenctBa VI HOMWKHBI NPOTUBOCTOSTH YIrpo3aMm, MPEACTaBISIOLIUM
coOO# IlieneHanpaBiIeHHbIC JCUCTBUS C MCIOJIB30BAHMEM ammapaTHhIX U (UJIN)
MPOTPAaMMHBIX CPEACTB C 1EJbI0 HApyIICHUS WHXXEHEPHO-TEXHUUYECKOU U
Kpunrorpaduueckoi 6e3omacHoCTH cpeactB Y1 mim ¢ menbro co3gaHus yCiaoBU
JUISL OTOTO (J1ajiee — aTaka).

8. B 3aBUCHMOCTH OT CITOCOOHOCTEH MPOTHUBOCTOSATH aTrakam cpeacTBa Y[
TOJPA3IEISIOTCS Ha KIACCHL.

9. CpenctBa VYII xmacca KCI npoTHBOCTOST arakaM, MpU CO3JAaHUU
crioco0OB, TIOATOTOBKE M TPOBEICHUM KOTOPBIX MCIOJB3YIOTCS CIEIyIOIINe

BO3MOXHOCTH.:

! 3apeructpupoBad MuntoctoMm Poccuu 3 mapta 2005 r., peructpanuonHsiid Ne 6382.
3apeructpuposan Muntoctom Poccuu 25 mast 2010 r., peructpaunonssiit Ne 17350.

3 Heobxomumblii Kimacc pa3pabaTbiBaeMbIX (MOAEpHU3UpYEMBIX) cpelcTtB Y1 ompexpensercs 3aka3zunkoM
(pa3pabotuukom) cpencts Y1l myrem ompeneneHHs BO3MOXKHOCTEH OCYIIECTBISATh CO3JIaHUE CIIOCOOOB arak,
MOJITOTOBKY W TIPOBEJICHHE aTaKk Ha OCHOBE MyHKTOB 9 — 14 Hactosmux TpeGoBaHM 1 yKa3bIBa€TCS B TEXHHYECKOM
3amanny (nanee — T3) Ha pa3paboTky (MonepHm3aIuio) cpeacts YII.



19

9.1. TloaroToBka M MPOBEACHHE aTaK W3BHE MPOCTPAHCTBA, B Tpeaesiax
KOTOPOTO OCYIIECTBIIICTCS KOHTPOJIb 32 MPEOBIBAHUEM U JECHCTBUSMH JIUIT U (HJTH)
TPaHCIOPTHBIX CPEJCTB (Jlajiee — KOHTPOJIMpYyeMasi 30Ha).

9.2. TlogrotoBka W TmpoBelIeHHE aTak Oe3 HCMHOJIb30BaHUS JOCTyHa K
(byHKIHOHATBHBIM BO3MOYHOCTSIM MpOrpaMMHO-anmnapaTHbIX CpEeIICTB
B3auMoaencTeus ¢ Y1I.

9.3. CamocTosiTeIbHOE OCYIIECTBICHHE CO3JaHUS CIIOCOOOB  aTak,
MOJATOTOBKHY U MIPOBEJICHUS aTaK Ha CIETYIONINEe OOBEKTHI:

- JIOKYMEHTAaIMIO Ha cpeacTa Y1I;

- 3allUIIAEMbIC JIEKTPOHHbBIC TOKYMEHTHI;

- KJIIOYEBYIO, ayTCHTU(PUITUPYIOIIYIO U TApOJIbHYIO HH(OpMaIuio;

- cpeacta Y1, ux nporpaMMHbI€ U annapaTHbIE KOMIIOHEHTHI;

- JlaHHbIE, IEpeIaBacMbl€ 110 KaHalaM CBSI3U;

- TIOMEIIEHUs, B KOTOPhIX HaXOAATCS ammnapaTHbie cpeacta (nanee — AC),
Ha KOTOPBIX pealin3oBaHbl cpeacTBa Y1, a Takke apyrue 3auiuiiaeMbie pecypehbl
UH(OPMAITMOHHOW CUCTEMBI.

9.4. Bnecemnme Ha »dTamax pa3pabOTKH, MPOU3BOJCTBA, XPAHECHUS,
TPAHCIOPTUPOBKHU Y BBOJA B SKCILTYaTaLMIO CPEACTB YLI:

- HEraTuBHBIX (YHKIIMOHAJBHBIX BO3MOXKHOCTEH B cpenctBa Y1, B Tom
YHUCJIE C UCTIOIB30BAaHUEM BPEIOHOCHBIX MPOTPaAMM;

- HECAaHKUHMOHHMPOBAHHBIX U3MEHEHUU B JOKYMEHTALMIO Ha cpeacTea YLI.

9.5. Tlonyyenue cnenyromieid UHGpOpMaIUU:

- o0mux cBeaeHud 00 WHGOPMALIMOHHOW CHUCTEME, B  KOTOPOM
UCTIONIB3YIOTCSL  cpenctBa Y1l (Ha3HadeHwe, cocTaB, OOBEKTHl, B KOTOPBIX
pa3MelleHbl pecypchl MHPOPMALIMOHHON CUCTEMBI);

- cBemeHMM 00 WH(POPMAIMOHHBIX TEXHOJOTHAX, Oa3zax maHHBIX, AC,
nporpamMmmMHoM obOecnieueHnu (nanee — I10), ucnonp3yembix B HHOOPMAITMOHHON
CHUCTEME COBMECTHO €O cpeacTtBamu Y L;

- CBeACHWM O (PU3MYECKUX Mepax 3amuThl OOBEKTOB, B KOTOPBIX

pa3mernensl cpencrea Y1I;
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- CBeJEHHil 0 Mepax Mo OOECNEUYECHUIO 3aIUThl KOHTPOJIHUPYEMOIl 30HBI
00BEKTOB HH(POPMAITMOHHONW CHCTEMBI, B KOTOPOI MCTONB3YIOTCS cpeacTBa YII;

- CBEIECHHMI O Mepax MO pa3rpaHUYCHUIO JIOCTylla B TIOMEUICHUA, B
KOTOPBIX pa3MelieHsl cpeacrea Y1I;

- COJEp)KaHWsI Haxondlehdcs B CBOOOJHOM JOCTyIE TEXHUYECKOU
JIOKyMEHTaIMU Ha cpenctsa Y1I;

- CBEACHWM O 3ammimaeMod WH(OpMaIuu, MCIOJB3yeMOW B TPOIECCe
skcrtyaranu  cpeacts YL (Bumel 3ammmmaemoit uHbopmanuu: ciyxeOHas
uH(popmanus, napoJIbHAas 51 ayTeHTU(PUIUPYIOLIas uH(popmarus,
KOH(UrypanronHas WH(OpMalus, ynpasismomas uHpopManus, uHpopmanus B
AJIEKTPOHHBIX KypHAJIax PEerucTpaniu; oOIIKe CBEACHHS O COACPKAHUU KaXKJI0TO
BUJIa 3alMINAEMON MH(POPMALMH;, XAPAKTEPUCTUKU O€30MaCHOCTH ISl KaXKIOTro
BH/JIa 3alTUIIIaeMOi HHPpOpMAITUH);

- BCEX BO3MOXXHBIX JaHHBIX, IEPEIABAEMBIX B OTKPBITOM BHUJE IO KaHaJIaM
CBSI3M, HE 3alUIIEHHBIM OT HECaHKIMOHUpoBaHHOTO noctyna (manee — HCJI) k
uH(GOpPMaIlMU OPraHNU3aIIMOHHO-TEXHUYECKUMU MEPAMU;

- CBEACHMI O JIMHUSX CBSI3U, MO KOTOPBIM IMEpEeAaeTcsl 3aluiiaemasi ¢
ucrosib3oBanueM cpencts Y1 uadpopmarus;

- cBeJeHHuil 000 Bcex MPOSBIIAIOIIMXCS B KaHAIaX CBsI3HU, HE 3allMIICHHbBIX
or HCJI x uHpopmanuu opraHM3allMOHHO-TEXHUYECKUMH MEPAMH, HapYIICHUIX
IIpaBUJI IKCIUTyaTaluu CpeAcTB Y1I;

- CBeACHMI 000 BceX MPOSBISIIONIMXCS B KaHajaX CBSI3U, HE 3alIUIICHHBIX
or HCJ x wuHpopmManuum  OpraHU3alMOHHO-TEXHUYECKUMH  MEpaMu,
HEHCIPABHOCTAX M cO0sX cpeacts Y1I;

- CBEJACHMII, MOJy4aeMbIX B pe3yJbTaTe aHaIW3a JOOBIX JOCTYMHBIX IS
nepexBaTa CUTHaJIOB OT allapaTHbIX KOMIIOHEHTOB cpeAcTB Y.

9.6. Hcnonn3oBaHue:

-  HaxoAsmMXcd B  CBOOOJHOM  JIOCTyNE€ WJIM 3a  HpeleaaMu
KoHTposupyemoir 30HbI AC wu IO, Bkmrouas NporpaMMHBIE W anmnapaTHbIE

KOMITOHEHTBI CpeACTB Y1I;
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- cnenuanbHo pazpadboranubix AC u I10.

9.7. Hcmonn3oBaHHE B KauyeCTBE KaHAIOB aTak He 3ammuiieHHbXx o HC/I k
uH(OpMAIUU OPraHU3AIMOHHO-TEXHUYECKUMHU MEpaMu KaHaJlOB CBsI3U (KaK BHE
KOHTPOJMPYEMOW 30HBI, TaK W B €€ Ipeaesiax), M0 KOTOPBIM TepenaeTcs
uHpopmarusi, oopadbarsiBaemas cpeactsamu Y L.

10. CpenctBa VII xnmacca KC2 mnpoTuBOCTOST aTtakaM, OpH CO3JAaHHUH
CIIOCOOOB, TOATOTOBKE M TMPOBEACHUH KOTOPBIX HCIOIB3YIOTCS CIIEIYIONTHE
BO3MOYHOCTH:

10.1. Bo3MoXxHOCTH, TIEpeUUCICHHBIC B MOAMYHKTaX 9.3 — 9.7 HacTosmux
TpeOoBaHuUi.

10.2. TloxaroroBka M MPOBEJEHUE aTaK U3 KOHTPOJIUPYEMOU 30HBHI.

10.3. TloaroroBka u mpoBeneHHE aTak 0e3 Mcmonb3oBaHus aocTyna Kk AC,
Ha KOTOPBIX peann3oBaH YLI.

10.4. Vicnonb3oBaHWE WITATHBIX CPEJACTB WHOOPMAIMOHHOW CHUCTEMBI, B
KOTOpPOM UCHOJIB3YIOTCA cpeacTra YLI.

11. CpenctBa VII xmacca KC3 mnpoTuBOCTOST aTakaM, TpPH CO3JAaHHUH
CIIOCOOOB, TOATOTOBKE Y TIPOBEACHHHM KOTOPBIX HCIOJB3YIOTCS CIICTYIOIIHEC
BO3MOYXHOCTH:

11.1. Bos3moxuoctu, nepeuncierdbie B moanyHkrax 10.1, 10.4 macTosmmx
TpeOoBaHuUM.

11.2. TloaroroBka M TPOBEJAEHHUE aTaK M3-3a TPEACIIOB KOHTPOJIUPYEMOM
30HBI C WCIOJb30BAaHUEM JOCTyna K (PYHKIIMOHAIBHBIM BO3MOYKHOCTSIM
MIPOTrPaMMHO-AIIAPATHRIX CPEACTB B3aUMOJCHCTBUA ¢ Y[ Ha OCHOBE JIETaTbHOTO
oOnamganus ayTeHTUGUIMPYIOIIeH nHdopMaIueit MO0 MOArOTOBKA U MPOBEICHUE
aTaKk M3 KOHTPOJUPYEMOH 30HBI C HCIIOJIb30BaHMEM J0cTyna K AC, Ha KOTOPBIX
peanu3oBaHbl KOMIOHEHTH! YL, ¢ mpaBamm nuIia, HE SBISIONIETOCS YICHOM
rpynnel  (pU3WYECKUX JIMIl, YIMOJTHOMOYEHHBIX MPOU3BOAUTH WHCTAJUISIIHIO,
KOH(UTrypupoBaHUE U FKCIUTyaTanuio cpeacts YL, konpurypuposanue npodpuis
W TMapaMeTpoB JKypHana ayauTta ((QyHKIMM CHCTEMHOTO aJIMHHHCTPATOpA),

APXHUBHUPOBAHHC, PE3CPBHOC KOIIMPOBAHUE MU BOCCTAHOBJICHUC I/IH(bOpMaHI/II/I IIOCJIC
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cboeB (pyHkuMU omepaTtopa), U3AaHUE U OT3bIB CEPTUPHUKATOB KIIIOUEH MPOBEPKH
OIl (pyskumu anMuHUCTpaTOpa cepTUUKALNK), TPOCMOTP U MOJACPKKY
KypHaa ayauta (QyHKIMM aJIMHHUCTpaTopa ayauTa) (majiee — Trpymmna
aJIMUHUCTPATOPOB cpeAcTB YII) HU 0JHOTrO U3 KOMIOHEHTOB Y1I.

11.3. Oo6nananue AC VYII B oObeme, 3aBUCAIIEM OT peaIM30BAHHBIX MED,
HaIpaBJICHHBIX HAa MPEAOTBpAIlCcHUE W TPECEUCHHE HECAaHKIMOHUPOBAHHBIX
JICVICTBUM.

12. CpenctBa VII xnmacca KBI mnpoTuBoCcTOST artakaM, OpH CO3JAaHHUH
cioco00B, TMOATOTOBKE M TPOBEACHUH KOTOPBIX HCIHOJB3YIOTCS CIEAYIOINE
BO3MO>KHOCTH:

12.1. Bo3MmoxHOCTH, TmepeuyucieHHble B  noamyHkrax 11.1-11.3
HacTosAmux TpeboBaHUM.

12.2. OcyiecTBieHue CO3JaHUsI CIMOCOOOB M TOJTOTOBKM aTaKk C
MIPUBJICUCHUEM CIIEIUATIUCTOB, UMEIOIIUX OMBIT pa3zpaboTku u ananuza CK3U VI
(BKJTIOYAsi CIIEIUMATKMCTOB B OO0JIACTM aHalW3a CUTHAJIOB JMHEHHOW mepemadu H
CUTHAJIOB TOOOYHBIX AJIEKTPOMArHUTHBIX M3nyueHuii u HaBogok CK3U VII).

12.3. TlpoBemenue  mabopaTOpHBIX  HWcclenoBaHudi  cpeacts Y1,
UCIIOJIb3YeMBIX BHE KOHTPOJUPYEMOW 30HBI B OOBEME, 3aBHUCSIIEM OT
peaNM30BaHHBIX MEp, HAMpaBICHHBIX HAa MPEAOTBpAIlCHUE U TPECEUCHUE
HECAHKI[MOHUPOBAHHBIX JICHCTBUMH.

13. CpenctBa V1| xmacca KB2 mnpoTuBOoCTOST aTtakaM, TpH CO3JAaHHUH
Crioco00B, TMOATOTOBKE M TMPOBEACHUH KOTOPBIX HCIOJIB3YIOTCA CIEAYIONINe
BO3MOXKHOCTH:

13.1. Bo3moxHOCTH, mepeducieHHble B  moAmyHkrax 12.1-12.3
HacTosmux TpeboBaHUM.

13.2. OcymecTBieHrue CO3JaHUs CIMOCOOOB M TOJATOTOBKM aTaKk C
MPUBJICYCHUEM CHEIUATNCTOB B 00JIACTH MCIIOJIB30BAHUS JJIA peaTu3allud aTak

HEJICKJIAPUPOBAHHBIX BO3MOXKHOCTEN NPUKIATHOTO U cucteMHoro [10.



23

13.3. IloctanoBka paboT MO CO3/IaHUIO CIIOCOOOB M CPEJCTB aTaK B HAYYHO-
UCCIIEIOBATENbCKUX IIEHTpaX, CHEIUAIM3UPYIOMMXCS B 00JacTu pa3paboTKu U
aHaiu3a cpencts Y.

13.4. Ob6naganue UCXOIHBIMHU TeKcTaMu IpukiagHoro [10, mpuMeHseMoro
B MH(MOPMAIMOHHONW CHCTEME, B KOTOpOM HCHoNb3ytoTcs cpeactBa Y1, u
HAXOJIAIIEHCs B CBOOOIHOM JOCTYIE TOKYMEHTAILIUEH.

14. CpenctBa YI[ kmacca KAl mnpoTuBOCTOST artakam, OpPU CO3JaHUU
CIIOCOOOB, TMOATOTOBKE M TMPOBEACHUHM KOTOPBIX HCIOJB3YIOTCS CIEIYIOIIHe
BO3MOYHOCTH:

14.1. Bo3MOXHOCTH, TIepeuuCiIeHHbIe B  moamyHktax 13.1-13.4
HacTosimmx TpeOoBaHUM.

14.2. OcymiecTBieHne CO3JaHUS CIOCOOOB M TIOJATOTOBKH aTaK C
MPUBJICYEHUEM HAYYHO-UCCIIEIOBATEIIbCKUX UEHTPOB, CHEHUATUZUPYIONIUXCSA B
obnmactu paszpabotkn u aHanmmza CK3W u B oOnacTu HCMOIB30BaHUS IS
peanu3aluy aTak HEACKJIAPUPOBAHHBIX  BO3MOXXHOCTEH NPHUKIAJAHOIO U
cuctemHoro I10.

14.3. OOnamanue Bcel NOKyMEHTAllMEeW Ha amnmapaTHBIE W MPOTPaMMHBIC
KOMITOHEHTHI CpeacTB Y11,

14.4, OOGnagaHue BCEMU aImapaTHBIMH KOMIIOHEHTaMH cpeactB Y1I.

15. Cpeacta VYL [OMKHBI  3KCIUIyaTUPOBATHCSI B COOTBETCTBUM  C
DKCIUIyaTalMOHHOM  JOKyMeHTauuen  Ha  cpeactsa  YII. Komruieke
OpraHU3allMOHHO-TEXHUYECKUX MEpONpUITHII 1o olecreueHno 0e30macHoro
byHkunoHupoBaHusi cpeActB Y1 nomkeH ObITh yKa3aH B JKCIUTyaTallMOHHOMN
JIOKYMEHTAIMU Ha cpencTea Y1I.

16. Knacc cpenct OII, ucnons3yemsix B cpeactBax Y1, momkeH ObITh HE
HIKE COOTBETCTBYOLIEro Kiacca cpeacts Y 1. Knace cpencts DI, nucnonb3yemsbix
B cpeactBax YL, momkeH ObITh yKa3aH B AKCIUTyaTallMOHHOM JOKYMEHTAllMU Ha
cpencrtea YL,

Knacc CK3U, ucnonb3yembix B cpeactBax YII, momkeH ObITh HE HUKE

cooTBercTBYytomero kinacca cpeacts YII. Kmacc CK3UM, wucnosb3yeMbix B
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cpenctBax YII, momkeH ObITh yKa3aH B 3KCIUTyaTallHOHHOM JTOKYMEHTalWHd Ha
cpencrtsa YII.

17. Kaxxnoe TpeboBaHue, mpeabsiBisgeMoe K cpeacTBaMm Y1 mroboro kimacca
kpome KA1, nubo npegwsBisercs K cpencrtBam Y1 ciemyromero kiacca 0e3
W3MEHEHHM (B ATOM cllydae OHO B TiepedyHe TpeOoBaHMM K cpenctBaM Y]
CJIEIYIONIEr0 KJlacca HE YKa3bIBaeTcs), MO0 ykecTouyaercs (B ATOM cliydyae B
nepeyHe TpeOoBaHuil K cpeacTtBam YII crenyromiero kigacca MPUBOJIUTCA
yxkectroueHHasi ¢GopmynupoBka). TpebGoBanusi k cpeactBam Y[ craemyromiero
KJlacca MOTYT COJIepXaTh JOMOJHUTEIIbHBIE TPEOOBAaHUS, HE BXOJAIIUE B
TpeboBaHus K cpeAcTBaM Y1 mpeapiayiiero kiacca.

18. Tpe6osanus k I[1O cpencts YLI:

18.1. Tpeboranus ms cpeactB Y1 kmacca KC1:

- IO cpencte VYII He JOOMKHO COJAEpP)KATh CPEACTB, IO3BOJISIONIUX
MOAUGPUIIMPOBATh WM MCKaXaTh alTOPUTM PpabOThl MPOTPAMMHBIX CPEJCTB
u AC V1.

18.2. Tpeb6osanus mis cpeactB Y1 kmacca KC2:

- npuknaaHoe 110 cpencts VI u CK3U, ucnone3yemsix B Y1, momxHO
UCITIOJIb30BATh TOJBKO JTOKyMEHTUPOBaHHbIE (DyHKIMH cucTeMHoro [10.

18.3. Tpeb6osanus mis cpeact Y1 kmacca KC3:

- cucremHoe u mpukianHoe IIO cpeacts VYII nomxHo obecneyuBaTth
pasrpaHWyY€HUE  JOCTylla CHUCTEMHOro  aJIMHHHUCTpaTopa  cpeactB Y1,
aagMuHUCTpaTtopa ceptudukanuu cpeacts YI[ u  aun, obecnedynBaembIix
CUCTEMHBIM  aJMHHHUCTpatopoM  cpeacTB YL  wuaeHtudunmpyromein u
ayTeHTUQUIUpYyIomed HWHPOpMAIUE ¥ HE SBISIOMMUXCA aJIMUHHUCTPATOPOM
ceprudukanuu cpeacts Y1 (manee — monb3oBareaun cpeAact Y1), k nndopmanuu,
oOpabatpiBaemori cpenctBamu  YII, Ha OCHOBaHMM TIpaBWJI pa3TPaAHUYCHHUS
JIOCTYMa, 33JJaHHBIX CUCTEMHBIM aIMUHUCTPATOPOM cpeacTB Y1

- cucremMHoe u npukiagHoe 1O cpeacts YII gokHO COOTBETCTBOBATH

4 ypOBHIO KOHTPOJISL OTCYTCTBHSI HEIEKIAPUPOBAHHBIX BO3MOXHOCTEM;
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- cucremHoe u npukinaanoe 1O cpencte YII He M0KHO coaepKath
W3BECTHBIX YSI3BUMOCTEH, OMMyOIMKOBAHHBIX B OOIIEIOCTYITHBIX HCTOYHUKAX;

- B coctaB cucteMHoro u (uiu) npuxiaanoro I1O cpencts YL gomxen
BXOJIUTh MEXaHU3M, O0ECIIEYMBAIOIINN OYHCTKY ONEPATUBHON M BHEUIHEHN NaMsTH,
UCITIOJI3yEeMOM ISl XpaHEeHUs1 MH(OpMaIUU OTPaHUYEHHOTO JTOCTYIIA.

18.4. Tpebosanus i1 cpenctB Y1 kmacca KBl coBmamaror ¢
TpeboBanusMu a1 cpenacts Y1 kmacca KC3.

18.5. Tpebosanus miusa cpenacts Y1 kimacca KB2:

- HACXOIHBIE TEKCThI CUCTEMHOTO U npukiaaHoro I10 cpencts VI momxHeI
MPONTH MPOBEPKY peain3allii B HUX METOJIOB M CIIOCOOOB 3alUThl HHPOpMAIIUH,
MPOTUBOCTOSIIUX aTaKaMm, JJIs MOJTOTOBKU U MPOBEICHUS KOTOPBIX UCIIOIb3YIOTCS
BO3MOYKHOCTH, TTepeUYNCICHABIC B TyHKTax 9 — 13 HacTosimmx TpeboBaHuii;

- HACXOOHBIE TEKCThl CHUCTEMHOro W npukiagHoro IO QoiKHBI TpOWTH
MIPOBEPKY HA OTCYTCTBUE HENECKIAPUPOBAHHBIX BO3MOXKHOCTEH;

- cucteMHoe u npukiaaHoe I[IO  1gomkHO OBITH  YCTOMYMBO K
KOMIIBIOTEPHBIM aTaKaM M3 BHEIIHUX CETEM.

18.6. Tpebomanus mist cpeacts Y1 kimacca KAL:

- HACXOOHBIE TEKCThI cucTeMHOro U npukiaanoro 1O cpeacts YII momxHbI
npoitu (popmanbHy0 BepUPHUKAIMIO peah3allid B HUX METOJOB U CIOCOOOB
3aIUThl UH(POPMAIUHU, TPOTUBOCTOSIIUX aTakaM, JJIsl TOATOTOBKH M TIPOBEACHUS
KOTOPBIX HCIIOJIB3YIOTCS BO3MOKHOCTH, TEpEUYUCIeHHble B myHkTax 9-—14
HacTtosAmux TpeOoBaHWM, a Takke OTCYTCTBUSI B HHUX HEICKJIAPUPOBAHHBIX
BO3MOYKHOCTEM.

19. Tpe6osanus k AC YII;

19.1. B cayuyae mmanupoBanus pasmeiienus AC VI B momemnieHusx, B
KOTOPBIX TPHUCYTCTBYET pedeBas aKyCTHUecKas W BU3yalbHas HHQpOpMaIus,
coleprKaillasg CBEJCHUS, COCTABJSIONIME TOCYJAapCTBEHHYIO TaiiHy, W (WJIK)
YCTAHOBJICHBl TEXHUUYECKHE CPEJICTBA U CHUCTEMBI NpHeMa, nepeaadu, o00padoTKH,
XpaHEeHUs] U 0TOOpakeHHs] MHGOPMAIINH, COAEPKAIIEH CBEICHUSI, COCTABIISIONINE

rocyaiapCTBCHHYIO TaﬁHy, TEXHUYCCKHUEC CpEACTBA MHOCTPAHHOI'O IIPOM3BOJCTBA,
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BXOJSIINUE B cOCTaB cpeiacTB YII, momkHBI OBITH TOABEPTHYTHI MPOBEPKAM TIO
BBISIBICHUIO  YCTPOWCTB, TIPEIHA3HAYCHHBIX IS HETJACHOTO  IMOJYYCHHS
uH(pOopMaIUK, a TAK)KE HCCIIEIOBAaHUSAM Ha COOTBETCTBUE TPEOOBAHUSIM IO 3aIUTE
OT yTeuku WHGOPMAITUH 110 KaHaTaM MOOOYHBIX JIEKTPOMArHUTHBIX U3ITyUYCHUA U
HABOJIOK B COOTBETCTBHUH C KATErOpPUEH BbIIEIEHHOTO TOMEIIIECHHUS.

19.2. Tpeb6osanus musa cpenacts Y1 kimacca KCl1:

- TPOBOJUTCS MPOBEPKA COOTBETCTBUS peain3aliu 1eneBblx GpyHkuuid V1]
Ha ocHOBe cucteMbl TecToB AC V11,

19.3. Tpebomanus mns cpeactB YI[ kmaccoB KC2, KC3, KB1, KB2
COBIAJIAIOT ¢ TpeOoBanusiMu 11Jis1 cpeacts Y11 kmacca KCl.

19.4. Tpeb6osanus mis cpeactB Y1 knacca KAT:

- TPOBENCHHWE  CIHEIUAJbHOM  TPOBEPKHM  TEXHUYECKUX  CPEICTB
WHOCTPAHHOT'O MPOU3BOJICTBA, Bxoaamux B coctaB AC VI, B nensix BbIsBICHUSA
YCTPOMCTB, MIPEeIHA3HAYCHHBIX JIJIsI HETJIACHOTO MOJy4eHUsI HH(GOpMAaIuu;

- npoBeneHue nonHOM Bepupukanuun AC (COBMECTHO C aHalU30M
nporpammHoro koga BIOS), Ha kotopsix peanmsyrorcs cpeactBa Y1, ¢ menbio
WCKITFOUCHUS HETAaTUBHBIX (PYHKITMOHAIBHBIX BO3MOKHOCTEH.

20. TpeGoBaHuUs K pOJIEBOMY pa3rpaHUYCHHUIO:

20.1. Jlna oGecrieuenus BoimonaHeHus GyHkumi YL cpencta VI momkHBI
MO/JICP)KMBATh POJICBOC PasTPAaHUYCHHE WICHOB TPYIIBI aIMHHHACTPATOPOB
cpencts Y.

20.2. Tpebosanus mis cpeactB Y1 kimacca KC1:

- JOJDKHBI OBITH  ONpPEACNICHBI CIMCOK pOJIE W pacmpenesieHue
00s13aHHOCTEHN MEXIY POJISIMHU;

- CIIMCOK POJICH M paclpeeicHHe 00sS3aHHOCTEH MEXITY POJIIMH JIOJKHBI
OBITh YKa3aHbl B 9KCIUTYyaTal[MOHHOMN TOKyMEeHTaluu Ha cpeacTtsa Y1I.

20.3. TpeboBanuss mus cpenctB YI[ wmacca KC2 coBmamaror ¢
TpedoBanusiMu 1 cpeactB Y1 kmacca KCI.

20.4. Tpebosanus ans cpencts Y1 kinacca KC3:

- cpencrtBa Y1 70KHBI IOAIEPKUBATH CISAYIONINE 00s13aTeNIbHBIC POJIN:
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1) cucTteMHOro  agMUHHUCTpaTopa C  OCHOBHBIMH  OOS3aHHOCTSMH
WHCTAJUIAIAK, KOHPUTYpAIu W TOIACPKKH (PYHKIIMOHUPOBAHUS cpeAcTB YII,
CO3JaHMUsl U TOJJEPKKU MpOuUiIe WICHOB TPyMHIbl aAMUHUCTPATOPOB CPEICTB
VY11, kouduryparuu npoduiist 1 mapamMeTpoB KypHaia ayanuTa;

2) amMuHHCTpartopa ceptudukanuyd (ymoaHoMoueHHoro Jjuna YI[) ¢
OCHOBHBIMU OOSI3aHHOCTSIMU: U3/IaHHE U OT3bIB CEPTU(HUKATOB KIHOUYEH MPOBEPKU
oI,

- B cpeactBax YII gomxkeH ObITh peaqn3oBaH MEXaHU3M, HCKIIOYAIOLIUN
BO3MOXXHOCTh aBTOPHU3AIIMHU OJIHOTO YJIEHAa U3 TPYIIbl aIMUHUCTPATOPOB CPEICTB
VY11 15 BBITOTHEHUS PA3JIMYHBIX POJICH.

20.5. TpeboBanus mis cpenctB Y1 kiracca KB1:

- cpeacrBa YI[ momkHbl oOecreuynmBaTh HaIM4YUME O00S3aTEIBbHOM pOJIU
orepaTropa C OCHOBHBIMHU OOS3aHHOCTSIMH IO PE3EPBHOMY KOIHUPOBAHUIO U
BOCCTAHOBJICHHUIO.

20.6. TpeboBamms misa cpenctB YI[ wmacca KB2 coBmamaror ¢
TpedoBanusmu 1 cpenctB Y1 kmacca KB1.

20.7. Tpe6oBanus mis cpencts YII kimacca KAT:

- cpenctBa YI[ momkHbl oOecrieuynBaTh HAIUYUE O0O0S3aTEIBHON POJU
aJIMUHUCTpATOPa ayJuTa ¢ OCHOBHBIMH OOS3aHHOCTSIMU: MIPOCMOTP U MOJJEPIKKA
KypHasa ayJIuTa;

- CHUCTEMHBIN aJIMHUHHCTPATOP HE JOKEH MMETh BO3MOXXHOCTH BHOCHUTH
W3MEHEHHUs B )KypHAJI ayauTa.

21. TpebGoBaHuUs K 1IETOCTHOCTH cpeacTB YILI:

21.1. CpenctBa VYII nmomkHBl  coaepKaTh  MEXaHWU3M  KOHTPOJIS
HECAHKIIMOHUPOBAHHOTO CJIydalHOro W (WiIM) NpPEeIHAMEPEHHOTO HCKaKCHUs
(u3MeHeHust, Mogudukanuu) U (W) paspymeHus HHGHOPMAIK, TPOrPaAMMHBIX
cpeactB u AC Y1 (nanee — MexaHU3M KOHTPOJISL IETOCTHOCTH ).

21.2. Tpebosanus mis cpeactB Y1 kimacca KC1:

- TpeOOBaHMS K MEXaHW3MYy KOHTPOJS IIEJIOCTHOCTH JIOJDKHBI OBITh

ykaszaHbl B T3 Ha pa3paboTKy (MoaepHHU3aluio) cpeacts Y1I;
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- JIOJKEH OBITh OTMpe/eeH MEPHUO]] KOHTPOIS IETOCTHOCTH MPOTPAMMHBIX
cpeactB 1 AC VYII u ykazan B SKCIUTyaTallMOHHOM JOKYMEHTAallUM Ha CPEACTBa
VI,

- KOHTPOJIb IIEJIOCTHOCTH TporpamMmHubiX cpenctB u AC VI momken
BBITIOJHATHCS TIPH  KaXIOH Tepe3arpy3ke OINEepalroOHHOW CHCTEMBI (Janee —
0OC);

- JIOJDKHBI UMETHCSI CPEACTBA BOCCTAHOBIICHUS LIEJIOCTHOCTHU cpeacTB Y L.

21.3. TpebGoBanuss mna cpeacts YI[ kmacca KC2 coBmagaror ¢
TpedoBanusimu i cpenctB Y1 kmacca KCI.

21.4. TpeboBanms mis cpencts Y1 kmacca KC3:

- KOHTPOJIb IIEJIOCTHOCTH JIOJDKEH BBIMOIHATHCS HE peke 1 pa3a B CyTKH.

21.5. TpeboBanms mis cpencts Y1 kmacca KB1:

- KOHTPOJIb IIEIOCTHOCTHU JIOJDKEH BBITOMHSTHCS 110 3arpy3ku OC cpencts Y1I.

21.6. TpebGoBanuss mna cpencts YI[ kmacca KB2 coBmamaior ¢
TpeboBanusiMu 11 cpenctB Y1 kmacca KBI.

21.7. Tpeboanus nis cpencts YII kimacca KAT:

- KOHTPOJIb IIEJIOCTHOCTH JOJIKEH OCYIICCTBIATHCA IUHAMUYCCKHA TPH
byHkunonupoanuu cpeacts YII.

22. TpeOoBaHUs K YIIPABIECHUIO TOCTYIIOM:

22.1. Cpenctsa Y1l nqomxHBI 00ecTicunBaTh YIIPaBICHUE JOCTYIIOM.

22.2. Tpe6osanus nius cpencts Y1 kmacca KCl1:

- JIOJDKHBI OBITH ONpEAENICHbI TPEeOOBaHUS K YIPABICHHUIO JTOCTYIIOM U
yKkazaHbl B T3 Ha pa3paboTKy (MoaepHu3aiuio) cpeacts YLI.

22.3. TpeboBanus musa cpenctB YI[ kmacca KC2 coBmamaror ¢
TpedoBanusiMu 11 cpeactB Y1 kmacca KCI.

22.4. Tpebosanus nis cpencts Y1 kmacca KC3:

- B YII nmomken obecneymBaThCA MUCKPEIMOHHBIN TPUHIMI KOHTPOJISI
JIOCTYyTIA.

22.5. TpeboBanus gus cpeactB YI[ kmacca KB1  coBmagaror c

TpedoBaHusiMu 11 cpeactB Y1 kmacca KC3.



29
22.6. Tpeboanus s cpencts Y1 kinacca KB2:

- JIOJDKHO OBITH 0GECIIEUEHO CO3AHNE 3aMKHYTOH pabodeil cpebl’ Cpe/iCTB
VII.

22.7. TpeboBanus ans cpenctB Y1 kmacca KA1:

- B Y1l nomxeH obecrnieunBaThCsl MaHAATHBIM IPUHIIMIT KOHTPOJISL TOCTYNA;

- nansa BBoja kmova Ol agmuHucTpaTtopa cepTudukauuu TpeOyercs He
MEHee JIBYX TOBEPEHHBIX JIHIL .

23. TpeboBaHUs K UASHTU(PHUKAIIUN U ayTCHTUDUKALINH:

23.1. Wnpentndukanus ©  ayTeHTU(UKANMA  BKIOYAIOT B ceOs
pacIio3HaBaHHWE MOJIb30BATENsA CpeACTB Y1I, WieHa rpynmnel aIMUHUCTPATOPOB
cpexcts YI[ wmiom mpomecca W NMPOBEPKY HMX HNOMIMHHOCTH. MexaHu3M
ayTeHTU(PUKALHUU AOJDKEH OJIOKMPOBATH AOCTYH 3TUX CYOBEKTOB K PyHKIusAM Y1
IPU OTPULIATEIILHOM pe3yNbTaTe ayTeHTU(UKALIHH.

23.2. B cpeactBax VI nns  mo00d  peanu30BaHHOW — MPOLIETYpPbI
ayTeHTU(PUKALHUU JTOJDKEH OBbITh NPUMEHEH MEXAHHM3M OTPaHMYEHHUS! KOJUYeCTBa
CJIEYIOIMX MOJPSI MOMNBITOK ayTEeHTU(UKALIUN OJTHOTO CyOBEKTa JOCTYIA, YUCIIO
KOTOPBIX HE JOJDKHO ObITh OoJblne TpeX. IIpu mpeBbllIeHHH Yucia CIeAyOIUX
HOJIPsi/l TMOMBITOK ayTEHTU(UKALUU OJHOTO CyOBEKTa JIOCTyNa yCTaHOBJIEHHOIO
IpeeIbHOr0 3HaUEHUs JOCTYI 3TOTr0 CyOBbeKTa JoCTymna K cpeactaMm Y1 nomken
ObITh 3a0JIOKUPOBAaH Ha MPOMEXYTOK BPEMEHM, KOTOPBIM yka3biBaercss B T3 Ha
pa3paboTky (MoaepHuzaiuio) cpeacts Y1I.

23.3. Tpebosanus mis cpeactB Y1 kimacca KC1:

- ONMCaHWE NPOLEAYPbl PEruCTpallMM II0Jb30BaTelIel cpeacts Y1
(BHECEHMS TaHHBIX B PEECTp MOJIb30BaTeNneil cpeAcTB Y1) MomKHO coepxaTbes B
AKCIUTYaTallMOHHOW JOKYMEHTAMU Ha cpeactna Y1

- JUIs BCEX JIML, OCYIIECTBISIIOIIMX AOCTyn K cpeactBam YII, moimkHa
npoBOAUThCA  ayTeHTu(ukamms. [lpy 3TOM  jgomyckaeTcss  OrpaHUYMTHCS

HUCIIOJIB30BaHHUECM JIA aYTCHTI/I(i)I/IKaLII/II/I TOJIBKO CHMBOJIBHOI'O TIICPHOAUYCCKHU

1 .
IIporpammuas cpeia, KOTOpash OOMYCKaeT CYyIIECTBOBaHME B HeH TOJbKO (UKCHPOBAHHOIO Habopa
CcyOBEKTOB (MPOTpPaMM, MTPOIIECCOB).
Jlnua, SBISIONIMECS WiEHaMH TPYIIIBI 3 IMHHUCTPATOPOB cpecTB Y1 1 3aBeIoMO He SIBISOLIUECS HAPYIINTEISIMU.
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M3MEHSIONIETOCs MapoJisi U3 HE MEHee YeM 8 CHMBOJIOB IMPU MOIIHOCTH ayiaBuTa
He MeHee 36 cumBoioB. llepuox wu3MeHeHHs mTapoyis HE JODKEH OBITh
OoupIIEe 6 MECHIIEB.

23.4. Tpebosanus aisa cpencts Y1 xkimacca KC2:

- peructpanusi Biajenblia cepTudukara kiaoya npoepku Ol (BHeceHue
JAHHBIX B peecTp mnoib3oBareneil cpeactB YII) ocymiecTBisieTcs TOABKO MpU
MPEABSIBICHUA UM JIOKYMEHTOB, YI0CTOBEPSIIOLIUX JIUYHOCTD;

- I8 BCEX MOJIb30BaTener cpeAacts Y1 pomyckaercs HCHOJIb30BAaHHE
MEXaHU3MOB yAaJieHHOW ayTeHTUPuKanuu. CreuralibHble XapaKTePUCTUKU
MEXaHU3MOB YAAJICHHON ayTeHTHU(UKAIMA JOJDKHBI OBITh IOJTBEPKICHBI B
paMKax TpOBEACHUS TMPOBEPKH COOTBETCTBUS cpenctB Y[ u  oObekToB
nH(popMaTH3aIMK, UCTIOJIB3YIOIIUX JaHHbIE CPEACTBA, HACTOAIMUM TpeOoBaHUIM;

- pU OCYIIECTBIECHHUHM JIOKAIBHOTO JOCTynma K cpeactBam Y[
ayTeHTU(PUKALUS WICHOB TPYMNIbl aAMUHUCTPATOpPOB cpeAcTB Y1l momkHa
BBITIOJTHATHCS /10 Mepexoa B paboudee cocTosHue »Tux cpeacts Y1 (manpumep, 1o
3arpy3ku 6azoBoit OC).

23.5. TpeboBanms mis cpencts Y1 kmacca KC3:

- B cpeactBax YL momkeH ObITh pealiM30BaH MEXaHU3M ayTEHTU(DUKAIIUU
JIOKJIBHBIX ITOJIb30BATENIEN, UMEIOIIMNX JOCTYN K cpeactBaMm Y1, HO He BXOIAImMX
B COCTAaB I'PYyMIIbI aAMUHUCTPATOPOB cpeacTB YLI.

23.6. Tpe6oanus nus cpencts Y1 kmacca KB1:

- TP OCYIIECTBJICHUH YJAJICHHOTO JOCTYIa K cpeacTBaM Y1 ucnosnnp3oBaHue
TOJILKO CHMBOJIBHOTO ITAPOJIsi HE JOIYCKAETCs, TOJKHBI UCTIOIB30BATHCS MEXaHU3MBI
ayTeHTU(UKAIUY HAa OCHOBE KPUNITOTPA(PUIECKUX TIPOTOKOJIOB.

23.7. TpebGoBanuss musa cpeacts YI[ kmacca KB2 coBmagaror ¢
TpedoBanusamu 1t cpenctB Y1 kimacca KBI.

23.8. Tpeboanus nis cpencts YII kimacca KAT:

- B cpeactBax YI[ gmns  moboro  pealM30BaHHOTO — MEXaHU3Ma
ayTeHTU(PUKAIUK TOJDKHA OBITh peaTn30BaHa BO3MOKHOCTh YCTAHOBKH MPEIEITHHO

AOIIYyCTUMOT'O KOJIMYECTBA CICAYIOIIUX ITOAPAL IMOIIBITOK aYTCHTI/I(bI/IKaHI/II/I OJJHOTI'O



31

CyObeKTa JOCTyIa U YCTAaHOBKM BPEMEHH OJOKHPOBKU JOCTyMa K cpeacTBam Y1l

Ha MCCTaxX MX 3KCILTyaTaluu.

24. TpeOoBaHMsI K 3alUTE JAHHBIX, TOCTYMAOIINX (AKCIIOPTUPYEMBIX) B (13) Y1I:

24.1. Cpenctea YL gomkubl oOecneuMBaTh  JIOBEPEHHBI  BBOJ
CaMOMOJIMMCAHHOTO cepTuduUKaTa Kiroda npoBepku 1.

24.2. Tpebosanus mis cpenctB Y1 kiacca KC1:

- cpencrBa YL gomxHbl oOecrieyuBaTh nepenady JaHHBIX, COJEPIKAIIUX
UH(OPMAITUIO OTPAHUYCHHOTO JTOCTYIA, OCTyNmamux B Y[ 1 skcnopTupyemMbIx
n3 Y1, cmoco6om, 3anumenasiM oT HCJI;

- B cpencrBax YII momkHa OBITH peann3oBaHa Mpoleaypa 3allUThl OT
HABSI3bIBAHUS JIOKHBIX COOOIICHHI

- TpeOOBaHUS K MPOIEAYPE 3AIIUTHI OT HABSI3bIBAHUSI JIOKHBIX COOOIIEHUMN
yKa3bIBaroTCs B T3.

24.3. TpeboBanms ms cpencts Y1 kmacca KC2:

- cpencrtBa Y1 momxHbl o0ecrneunBaTh 3alllUTy MEPBOHAYAIBLHOIO 3ampoca
Ha cepTuduKat Kitoya rnposepku JlI;

- cpenctBa Y1 momKHBI TpUHUMATh KPUTUYHYIO TSI YHKIIMOHUPOBAHUS
V11 nadopmarnio, TOJIbKO eciii oHa roanucana JI1.

24.4. Tpe6oanus nis cpencts Y1 kmacca KC3:

- B cpencrBax Y1l momxeH ObITh peaM30BaH MEXaHWU3M 3alllUThl OT
HaBsI3bIBAaHUSI JIOKHBIX COOOIIEHUM HAa OCHOBE HCHOJb30BaHus cpencts Ol
MOJTYYMBIINX MMOJATBEPKIECHUE COOTBETCTBUS TpeOoBaHUsIM K cpeacTBam Ol1.

24.5. Tpeboanus nus cpencts Y1 kmacca KB1:

- B cpenctBax Y1 momxkeH ObITh peaqn30BaH MEXaHHW3M 3alIUTHI JAHHBIX
pyu mepenade ux Mexay (pu3nyecku pas/eleHHBIMH KOMIIOHEHTAMU Ha OCHOBE
ucnosibzoBanua CK3U.

24.6. Tpebosanus nns cpencts YI[ kmaccoB KB2 u KAl coBnagator ¢
TpedoBanusiMu 11s cpenctB Y1 kimacca KB1.

25. TpeOoBaHUS K pETUCTPAIINH COOBITHIA:

! Hapsi3biBaHHe JIOXKHOTO COOGIICHHS MPEACTABISIET COOOH IEiiCTBHE, BOCIPHHHMACMOE yYaCTHHKAMH
AJICKTPOHHOTO B3aWMOJICHCTBHSA WiIM cpeacTtBamu YI[ Kak mepegada HWCTHHHOTO COOOMICHHS CITIOCOOOM,
3anuimeHHsM oT HC/I.
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25.1. bazosas OC cpenctB Y| momkna momnepXuBaTh BEACHHUE KypHaja
ayJIuTa CUCTEMHBIX COOBITHMA.

25.2. Tpebosanus mis cpenctB Y1 kimacca KC1:

- B cpeactBax YII momxeH OBbITh peamu3oBaH MEXaHWU3M, MPOU3BOISIIMNIA
BBIOOPOUYHYIO PETHCTpAllMI0O COOBITUA B JKypHajieé ayJuTa, CBA3aHHBIX C
BbInosiHeHueM Y11 cBoux GyHKINA;

- CIUCOK  PETUCTPUPYEMBIX  COOBITHA  JOJKEH  COACPXKAThCA B
AKCIUTYaTallMOHHOW JOKYMEHTAIIUM Ha cpeacTBa Y1I.

25.3. TpeboBanms mis cpenctB  YI[ wmacca KC2 coBmamaror ¢
TpedoBanusimu i cpenctB Y1 kmacca KCI.

25.4. TpeboBanus mis cpenctB Y1 kimacca KC3:

- JIOJDKHBI OBITh MNPUHATHI MEpPhl OOHAPYKEHUS HECAHKIIMOHUPOBAHHBIX
M3MEHEHHUI JKypHaja ayJuTa MOJIb30BaTelsiMU cpeAcTB Y1, He saBastommmucs
YJIeHaMU TPYIIbl aIMUHUCTPATOPOB cpeacTB Y1I.

25.5. TpeboBanms misa cpenctB  YI[ wmacca KB1 coBmamaror ¢
TpeboBanusimu g cpeact Y1 kmacca KC3.

25.6. TpeboBanms mis cpencts Y1 kmacca KB2:

- JIOJKHBI OBITH TPHUHSATHI MEpPbl OOHAPYKEHUSI HECAHKIIMOHWPOBAHHBIX
VM3MEHEHUN KaXKJI0W 3aIIMCH B )KYpHAJIC ayJIUTa.

25.7. TpeboBanus mis cpencts Y1 kimacca KAT:

- KypHaJ ayJauTa JOJDKEH OBbITh JOCTYNEH TOJIBKO aJIMUHHUCTPATOPY
ayiuTa, KOTOPBIA MOXKET OCYIIECTBIATH TOJIBKO €ro MPOCMOTpP, KONMUPOBAHUE U
MOJHYI0 OuuCTKY. [lociie OUMCTKM MEepBOM 3alMChi0 B KypHAJIE ayauTa JOJDKEH
aBTOMATHUYECKH PETUCTPUPOBATHCS (HAKT OUYUCTKH C YKa3aHHWEM JIaThl, BPEMECHH U
uH(popMaIuu o JMiie, MPOU3BOAUBIIEM OTEPAIUIO.

26. TpeboBaHug 1O HAAECKHOCTH M YCTOMYMBOCTH (PYHKIIMOHHPOBAHUSA
cpenct Y1I:

26.1. JlomxHbl OBITH ompeneneHsl TpeOOBaHUS MO HAJEKHOCTH U
ycroiunBocTr (pyHKUMOHMpOBaHUs cpeacTB YL u ykazansl B T3 Ha pa3palboTky

(MonepHu3anuio) cpeacts YII.
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26.2. Tpeboanus s cpencts Y1 knacca KCI:

- IPOBOJUTCSA pacueT BeposTHOCTH cOoeB M HeucnpaBHocTedl AC VI,
MIPUBOJIAIINX K HEBIMOMHEHHIO Y1 cBonX pyHKIIHA.

26.3. Tpebosanus aisa cpencts Y1 xkinacca KC2:

- JIOJDKHO OCYILIECTBIATHCS TECTHPOBAHUE YCTOMYHBOCTH
dbyHkunonupoBanus cpeacts Y1I.

26.4. Tpeboanus aisa cpencts Y1 kinacca KC3:

- JIOJKHBI OBITH OIpeesieHbl TPeOOBaHUSI 1O BPEMEHU BOCCTAHOBJICHUS
cpeactB Y11 nocne cOost u ykazansl B T3 Ha pazpaboTKy (MOAECPHU3AIINIO) CPEICTB
VI,

- MEpbl M CpEACTBA TOBBIINICHUS HAACKHOCTH U  YCTOWYHUBOCTH
byHKIIMOHUpOBaHUs cpeacTB Y1 MomKHBI coaepkaTh MEXaHU3Mbl KBOTUPOBAHUS
pecypcoB cpeacts Y.

26.5. TpeboBanus mis cpenctB Y1 kmacca KB1:

- BEpoITHOCTh cOoeB u HeucnpaBHocted AC VI, npuBomsmmx K
HeBbIToNIHeHUIO Y1 cBoux (yHKIMH, B TeYEHHWE CYTOK HE JOJDKHA MPEBBIIIATH
aHAJIOTUYHOM BEPOSATHOCTHU IS ucnonb3yeMbix CK3U.

26.6. TpeboBanus nnsi cpenctB YI[ xmacco KB2 u KAl cosmagator ¢
TpedoBanusMu 1 cpenctB Y1 kimacca KBI.

27. TpeboBaHUS K KIHOYEBON MHGOPMAITIH:

27.1. Tlopsimok co3maHus, HWCIOJB30BAHUS, XPAHEHUS W YHUYTOKCHUS
KIIIOYeBOM MWHGOpPMALMK  OMNpeesieTcs B COOTBETCTBUHM C TpPeOOBAHUSIMU
AKCIUTyaTallMOHHOM  JokyMmeHTanuu Ha cpeactBa Il m  wuneie CK3U,
UCIoab3yeMble cpencrBamu Y11,

27.2. Cpox peuictBus kmoua DIl cpencra Il wucnomas3yemoro
cpenctBamu Y1, MOMDKEH COOTBETCTBOBATH TPEOOBAHUSIM, YCTAHOBIEHHBIM K
cpeactam OII.

27.3. Tpebosanus ms cpeactB Y1 kimacca KC1:

- HE JOIyCKaeTcs KOMMpOBaHWE WH(OpMAIMU KIFOUEBBIX TOKYMEHTOB

(kpunTorpaduyeckux Kiarovel, B Tom uuciae kimoyedl OII) Ha HocuTenu
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(HampuMep, KEeCTKHM IUCK), HE SBISIOMMECS KIIOYEBBHIMHU HOCUTEISMHU, 03 ee
MIPEABAPUTEIHLHOTO MH(PPOBAHKS (KOTOPOE TOJKHO OCYIIECTBIIATHCS BCTPOCHHOMN
dbynkuueir ucnonbzyemoro CK3M). KommpoBanue KIIIOYEBBIX JOKYMEHTOB
JIOJDKHO ~ OCYILECTBIISITECS  TOJIBKO B COOTBETCTBHUM C  AKCIUTyaTallMOHHOM
JTIOKyMeHTaruen Ha ucnoibzyemoe CK3U;

- wmoun OII, wucnomp3yemble a1 TMOANHCH CEpTUDUKATOB KITIOUYEH
npoBepku DI 1 CIIUCKOB YHUKAIBLHBIX HOMEPOB CEPTU(UKATOB KIIFOUEH MPOBEPKU
OIl, nelicTBUE KOTOPBIX Ha OMNpeeieHHbIH MOMEHT Obulo mpekpanieHo YII mo
UCTCUCHUS CpOKa MX JCHCTBHS (ajee — CIMCOK OTO3BAaHHBIX CEPTH(PHUKATOR), HE
JIOJKHBI MCTIONIb30BAThCA HU JIJI1 KAKUX UHBIX 1EJIeH;

- CpPOKM JIeWCTBHSI BCeX KIIOuUed JIOKHBI  OBITh  yKa3aHbl B
AKCIUTyaTallMOHHOM JOKYMEHTalMu Ha cpencTtBa Y11,

27.4. Tpebosanus nnsi cpeactB Y1 xmaccoB KC2 u KC3 coBmagator ¢
TpeboBanusimu 1 cpeacts Y1 kmacca KC1.

27.5. TpeboBanms mis cpencts Y1 kmacca KB1:

- IOJDKHBI ~ OBITh ~ TPUHATHI  OPTaHU3AIMOHHO-TEXHUYECKHWE  MEpBHI,
MCKJTIOYAIOIINE BO3MOKHOCTh KoMmIpomeTanuu kioda Oll, ucmonb3dyemoro mss
MOANMKUCH CEPTUPUKATOB KiItoUell TmpoBepku DIl M CIOUCKOB OTO3BaHHBIX
cepTU(PHUKATOB, MPU KOMIPOMETAIMH KIIOUYEeBOM HMHGOPMAIINH, JOCTYITHOM
OJIHOMY JIMILY.

27.6. Tpebosanus nis cpencts Y1 kmacca KB2:

- wmou OIl, wucnonb3dyemblid JUIsl TMOANUCU CEPTUPHUKATOB KIIOUEH
npoBepku DIl U CMHCKOB OTO3BaHHBIX CEPTU(PUKATOB, JOJKEH T€HEPUPOBATHCS,
XPaHUTHCS, HWCIOJb30BaThCs U yHUYTOXKAThcsi B cpeactBe Ol Jlomyckaercs
WCIIOJIb30BaHUE TOJIBKO cpelicTB DI, MOJydrBIINX MOITBEPKICHUE COOTBETCTBUS
TpeOOBaHMIM, IPEBABIIEMbIM K cpeacTBam DI B coorBeTcTBUU ¢ DenepanbHbIM
3aKOHOM;

- JIOJDKHBI  OBITb  MPHUHATHI  OPraHU3AllMOHHO-TEXHUYECKHE  MEpHI,
MCKJIIOYAIOIINE BO3MOKHOCTh KomIpomeTanuu kioda Oll, ucnonb3dyemoro mss

NOANMKUCH CepTUPUKATOB KiItouell rmpoBepkn Ol M CHOUMCKOB OTO3BaHHBIX
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cepTu(PUKaTOB, IPH KOMIPOMETAIIMU KIIOYEBON WH(GOpPMAINH, TOCTYITHONH ABYM
JUTIaM.

27.7. Tpebosanus mis cpeactB Y1 kimacca KA1:

- JIOJDKHBI OBITh TIPUHSTHI OPTaHU3AIMOHHO-TEXHIYECKUE MEPBI, HCKITFOUAFOIINEC
BO3MOXKHOCTh KOMIIpoMmeTalnuu kitoua Oll, wucnosnb3dyemoro s MOJIUCH
ceprudukaroB kiarodeit mposepku D11 u cucKoB OTO3BAHHBIX CEPTUPHUKATOB, MTPH
KOMITPOMETAITMH KITI0YEBON MHGOPMAIINH, TOCTYITHON TPEM JIUIIAM.

28. TpeOoBaHUsT K pe3epBHOMY KOIMHUPOBAaHUIO U  BOCCTAHOBJICHHIO
pabotocnocobHocTH cpeacTB YII:

28.1. CpenctBa VYII m0omKHBI peamn30BBIBaTh (DYHKIIMH PE3EPBHOTO
KOIMPOBaHUSI W BOCCTAaHOBJIICHMs Ha ciydaid mnoBpexaenus AC u (i)
uHpopmanuu, oOpabarbiBaemoli cpeactBamu  YI[. B Xxome pe3epBHOTO
KOIMPOBaHUSl  JOJDKHA  OBITh ~ HMCKJIIOYEHA  BO3MOXHOCTH  KOIHUPOBAHUS
KpUNITOTpahUUECKUX KIIOUECH.

28.2. TpeboBanms mis cpencts Y1 kmacca KCl1:

- JlaHHBIE, COXpPAHEHHBIC MPU PE3EPBHOM KOMUPOBAHHUH, OJDKHBI OBITh
JOCTaTOYHBI JUIsI BOCCTAHOBJICHUST (DYHKIIMOHUPOBaHUs cpenctB Y1 B coctosHmE,
3a()UKCUPOBAHHOE HA MOMEHT KOTTMPOBAHUSI.

28.3. TpeboBanust nnsi cpeactB Y1 kmaccoB KC2 u KC3 coBmagator ¢
TpedoBanusimu 11 cpenctB Y1 kmacca KCI.

28.4. Tpeboanus nius cpencts Y1 kmacca KB1:

- JOJDKHBI OBITh TPHHATBI MEpPbl OOHAPYKCHHSI HECAHKIIMOHUPOBAHHBIX
U3MCHCHHUI COXPAHCHHBIX JTaHHBIX;

- JIOJKHBI OBITH OmMpeneseHbl TpeOOBaHUS 0 BPEMEHH BOCCTAHOBJICHHS U
ykazanbl B T3 Ha pazpabotky (MoaepHu3anuio) cpeactB YI[ u B
AKCIUTyaTallMOHHOM JOKYMEHTAIMU Ha cpencTtBa Y1I.

28.5. Tpeboanus nius cpencts Y1 kmacca KB2:

- coXxpaHseMas TpH PE3ePBHOM KOMHUPOBAHWH 3aliuinaeMas WHGOpMaIus

A0JIKHA COXPAHATBHCA TOJIBKO B BaH_II/I(prBaHHOM BHUAC.
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28.6. TpeboBanus g cpeactB YII xmacca KAl coBmagaror c
TpeboBanmsiMu 11 cpeactB Y1 kmacca KB2.

29. TpeOoBaHUsI K U3JAHUIO U OT3bIBY cepTU(PHUKATOB Kitoue mposepku JII:

29.1. TIpoToKOdBI U3AAHUS U OT3bIBA CEPTHU(PHUKATOB Kitouel nposepku Il1
JIOJKHBI OBITH ONMKMCAHBI B AKCILTyaTallMOHHON JOKYMEHTaIMu Ha cpeacTBa Y11,

29.2. WzpaBaembie Y1 ceprudukarer kimroueit nmpoepku Ol u cnucku
OTO3BaHHBIX  CEPTU(HUKATOB  JIOJDKHBI ~ COOTBETCTBOBATH  MEKITYHAPOIHBIM
pexkomenaarusam 1TU-T X.509* (manee — pexomenmanuu X.509). Bce monsa wu
JOTIOJTHEHUS, BKJIOYaeMble B cepTuduKar kiouded nposepku OIl u crmcok
OTO3BaHHBIX CEPTU(PHUKATOB, JOJDKHBI OBITh 3allOTHEHBI B COOTBETCTBHH C
pekomennanmamu  X.509. Ilpu wucnonb30BaHUM aJbTEPHATUBHBIX (HOPMATOB
cepTudukaToB Kitoue mpoBepku DI moKkHBI OBITH OMpEeNieHbl TPEOOBAHUS K
IPOTOKOJIAM M3JIaHUs U OT3bIBA CEPTU(PUKATOB Kitouei rnpoBepku D11 u ykazaHsbl B
T3 Ha pa3zpaboTky (MoaepHu3aimio) cpeacts Y1I.

29.3. CpenctBa VI mOWKHBI  peamu30BBIBATH  IPOTOKON  OT3bIBA
ceprudukara kimouda mnpoBepku Il ¢ HCMONB30BaHWEM CIHMCKOB OTO3BaHHBIX
cepTU(UKATOB.

29.4. JlomyckaeTcs peanu3alis MPOTOKOJOB OT3bIBa O3 HMCIOJIb30BAaHHS
CIIUCKOB OTO3BAaHHBIX CEepTU(PHUKATOB, TPEOOBAHMUS K KOTOPHIM JOJKHBI OBITh
yKka3aHbl B T3 Ha pa3paboTKy (MoaepHu3aiuio) cpeacts YLI.

29.5. Tpeboanus nius cpencts Y1 kmacca KCl1:

- B cpeactBax YII momkHa OBITH peanu3oBaHa (PYHKIMS W3TOTOBJICHUS
ceprudukara kimroda npoepku DI Ha OymakHoM Hocutene. Ilopsmok Bemaun
ceprudukara kiroda npoBepku I Ha Oyma)kHOM HOCHTENE, a TaKKe MpoIeaypa
KOHTPOJIS COOTBETCTBHS cepTh(dHKaTa Kiroda nmpoBepku D11 B 37€KTpOHHOM BH/IE
U Ha OyMaXHOM HOCHTENIC JOJDKHBI OBITh YyKa3aHbl B OKCIUTyaTal[MOHHOW

JOKyMEHTaluu Ha cpeacrea Y1I;

1 ITU-T Recommendation X.509. Information technology — Open systems interconnection — The Directory:
Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-200811-i.
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- B cpenctBax Y1 B oTHomeHnn Biamenbiia cepTudukaTa Kiroda MPoOBEPKU
OIl foMKHBI OBITH peaanu30BaHbl MEXaHU3MbI MPOBEPKUA YHUKAJIBLHOCTH KIIOYa
nposepku D1 u obnaganust COOTBETCTBYIOMUM KirouoM OI1.

29.6. TpeboBanus gus cpenctB YI[ kmacca KC2  coBmagaror c
TpedoBanusmMu 1 cpeactB Y1 kimacca KCI.

29.7. Tpebosanus ms cpenctB Y1 kiacca KC3:

- TIOTPELIHOCTh 3HAUEHUH BpeMeHH B cepTudukaTax kitoueit mposepku 11
U CITUCKAX OTO3BAaHHBIX CEPTU(PUKATOB HE JJOJKHA MPeBbImaTh 10 MUHYT.

29.8. TpeboBanms mis cpencts Y1 kmacca KB1:

- TOTPENIHOCTh 3HAYEHUI BpEMEHU B cepTU(PUKaTax Kitouer npoBepku I11
U CITUCKAaX OTO3BAaHHBIX CEPTU(HUKATOB HE JTOJKHA MPEBBINIATH 5 MUHYT.

29.9. TpeboBanus mns cpenctB YII kmaccoB KB2 m KAl comagaror ¢
TpedoBanusMu 11 cpeactB Y1 kimracca KBI.

30. TpeboBanust k cTpykType ceprudukara kiroda nposepku Ol u cnucka
OTO3BaHHBIX CEPTU(PUKATOB:

30.1. Tpebosanus nus cpencts Y1 kmacca KCl1:

- JIONyCTUMBIE CTPYKTYphl cepTudukarta kiroya npoepku OII u crucka
OTO3BaHHBIX CEPTHU(PUKATOB JOJKHBI OBITh TMEPEUMCICHBI B JKCIUTyaTallHOHHOM
JIOKYMEHTAILMU Ha cpencrtea Y1i;

- B cpeactBax VYII[ momkeH OBITh peaqu3oBaH MEXaHU3M KOHTPOJIS
COOTBETCTBHS BBIMMYCKAaEMBIX CEpPTH(PUKATOB Kitouei npoBepku OII U crmuckoB
OTO3BaHHBIX CEPTU(PHUKATOB 3aJaHHON CTPYKTYpE.

30.2. Tpebosanus mis cpeactB Y1 kimacca KC2:

- B CTpyKType ceptudukara kimoda mnpoBepku Il 1gomkHBI OBITH
pPEeayCMOTPEHbl TI0JIe, COJIeprKalllee CBeleHus o kiacce cpeactB YII, ¢
WCIIOJIb30BAHUEM KOTOPBIX OBLT BBIMYIICH HACTOSIIUNA CcepTUPUKAT KITHoYa
nposepku JOlI, u nose, conepxailee cBeleHus o kiacce cpencrsa Ol BraxenbLa
ceprudukara kirouya nposepku Il

30.3. TpeboBanus gus cpeactB YI[ kmacca KC3  coBmagaror c

TpedoBanusiMu 11 cpeactB Y1 kmacca KC2.
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30.4. Tpeboanus s cpencts Y1 kinacca KB1:

- B cpenctBax YI[ momkeH OBbITh peann30BaH MEXaHU3M 3aJaHUS
CUCTEMHBIM aJMUHUCTPATOPOM Habopa IOMYCTUMBIX OTOJHEHUN cepTudukaTa
Kitoua rpoBepku DIl v criicka 0TO3BaHHBIX CEPTH(PUKATOB.

30.5. TpeboBanus s cpeactB YII kmaccoB KB2 u KAl coBmanmaroT ¢
TpedoBanusMu 11 cpeactB Y1 kimacca KBI.

31. TpeboBanus k peectpy ceprudukaToB kimoueir mnpoepkun Ol u
00€eCIeYeHHI0 TOCTYIa K HEMY:

31.1. TpeboBanms mus cpencts Y1 kmacca KCl1:

- B cpeacTBax Y1l A0mKHBI OBITh pealM30BaHbl MEXAHU3MbI XPAHEHHUS U
MOMCKa BCEX W3AaHHBIX cepTudukaTtoB kimrodeil npoBepku Ol u  cruckos
OTO3BAaHHBIX CEPTU(UKATOB B PEECTPE, a TAKKE CETEBOrO JIOCTYIA K peecTpy.

31.2. TpebGoBanmss mua cpeacts YI[ kmacca KC2 coBmagaror ¢
TpedoBanusmu 11 cpeactB Y1 kimacca KCI.

31.3. TpeboBanms mis cpencts Y1 kmacca KC3:

- B cpeacrBax YI[ nomkeH ObITh pealii30BaH MEXaHU3M TIOHMCKA
cepTudukaroB kirodeil nmpoBepku DIl ¥ CHUCKOB OTO3BaHHBIX CEPTU(HUKATOB B
peectpe cepTuduKaToB Kiro4eit mpoBepku I1I mo pa3audHbIM UX aTpudyTaMm;

- BCE M3MEHEHHs peecTtpa cepTuduKaTtoB Kitoued mpoBepku DIl momKHBI
PETUCTPUPOBATHCA B JKypHAJIe ayauTa.

31.4. TpeboBanus mis cpeacts YII knaccoB KB1, KB2 u KA1 coBmanarot ¢
TpedoBanusiMu 11 cpeactB Y1 kimacca KC3.

32. TpeboBanus k nposepke I B cepTudukare kiroua nposepku I1:

32.1. JlomxeH OBITb ONpeneNieH MEXaHW3M TMPOBEPKUA TMOAMHCH B
ceprudukare kioua mnpoBepkn Il 1o 3ampocy ydacTHHKA BJIEKTPOHHOTO
B3aUMOJEUCTBUA U YKa3aH B OKCIUTYaTallMOHHOW JOKYMEHTAlUHu Ha cpeacrsa Y11,

32.2. B cpenctBax VI gomxkeH OBITh peayii30BaH MEXaHWU3M IPOBEPKHU
noanuHHocTy D1 ynomHomouenHoro nuna Y1 B BelgaBaeMbix UM cepTudUKaTax

KJrouei mposepku Ol
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32.3. Tlposepka DIl B ceptudukate kiroua nposepku I ocymecTBisercs
B COOTBETCTBUM € pekomeHaamusmu X.509, Bkirouas 00s3aTEIbHYIO NMPOBEPKY
BCEX KPUTHUYECKUX JOTOJHEHHI.

32.4. Ecmm, wucxoms wu3 O0OCOOCHHOCTEW HJKCIUTyatanmuu cpeacts Y1,
JIOTYCKaeTCsl UCIOJIb30BaHUE albTEPHATUBHBIX (PopmMaTOB cepTuduUKaTa KIiroda
npoepku OII, gomkeH OBbITH OmpenesieH MEXaHU3M NPOBEPKH TMOAMKHCH B
ceprupukare kmoda mpoBepku Il m ykazam B T3 Ha pa3zpaboTky
(MonepHu3anuio) cpeacts YII.

33. lns orpaHuyeHUs BO3MOXKHOCTEH IO TOCTPOSHHUIO KAaHAJIOB aTaK Ha
cpenctBa Y1 ¢ ucnonb3oBaHMEM KaHAJIOB CBA3M JOJDKHBI IPUMEHATHCS CPECTBA
MEXCETEBOT0 IKPAaHUPOBAHMUS.

34. JlomxHBI OBITH OMpECICHBI TpeOOBaHUS MO 3amuTe cpeAcTB YII oT
KOMITBIOTEPHBIX BUPYCOB M KOMITBIOTEPHBIX aTaK M yKazaHbl B T3 Ha pa3paboOTKy
(MonepHu3anuio) cpeacts YII.

35. Ilpu MTOAKITFOYECHU T CpPEACTB I K MH(OPMAIMOHHO-
TEJIEKOMMYHUKALIMOHHON CETH, JOCTYIl K KOTOPO HE OrpaHUYEH OINpPEIECICHHBIM
KpYyrOM JIMI[, yKa3aHHbIE CPEACTBA JIOJDKHBI COOTBETCTBOBATH TPEOOBAHMSIM K
cpeactBaM Y[ kiacca KB2 i KA.

36. UccnenoBanust cpeactB Y1l ¢ 1enpio MOATBEPXKIACHUS COOTBETCTBHS
cpeactB Y1 Hacrosiium TpeOGoBaHUAM JTOKHBI TPOBOAUTHCS C UCIIOIb30BaHUEM
pazpabateiBaeMbix @®CB Poccun 4uciIOBBIX 3HAaYeHUW  TapamMeTpoB U

1
XapaKTEepUCTUK MEXaHU3MOB 3alUThI, peau3yeMbIX B cpeacTBax Y1 .
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